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Abstract

Kubernetes memory requests and limits must be declared by operators for
each container before runtime. These configurations are vital for scheduling
and application capacity, and naively set configurations can either over-reserve
memory or risk an OOM kill for reserving too little. Industry data shows that
around only 20% of reserved memory is actually used since operators tend to
take caution and add safety margins when setting requests and limits. This gap
stems back to what current memory monitoring tools report for a container’s
memory usage, a single aggregate number, hiding the composition of memory
and whether it is reclaimable or not. The key scientific question that this thesis
addresses is how a cgroup memory decomposition can explain and close the gap

between declared and actual container memory in Kubernetes.

We design and implement MemScope: a lightweight tool that reads cgroup
memory statistics directly from within a pod through kubectl exec and re-
ports a breakdown of container memory, requiring no cluster admin privileges
or deployment changes. We evaluate MemScope on Ocean, an Al web crawler
developed by Capisoft and used in production on a shared AWS EKS clus-
ter. The decomposition MemScope produces reveals a fraction of a container’s
memory that cannot be let go under pressure, the irreducible floor, equal to the
full cgroup-reported memory usage (memory.current) excluding all reclaimable
components. A limit is then derived using the irreducible floor by adding a 10%
safety margin, and then emulated on a real production workload in Ocean. The
new limit exhibits a 9% tighter reservation than the Kubernetes-native Vertical
Pod Autoscaler. The code and resulting data for this thesis work are openly

available at https://github.com/HusseinSarrar05/memscope.gitl


https://github.com/HusseinSarrar05/memscope.git
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1

Introduction

Modern society depends on data centers across all sectors, from commercial to medical,
governmental, and scientific; they have become a backbone of modern infrastructure. Along
with their growing importance, so too has grown their energy consumption (I). The
massive boom in Artificial Intelligence has accelerated this further, with Al-related energy
use estimated at 10-50 TWh in 2023, representing 5-15% of global data center energy
use and projected to reach 200-400 TWh by 2030, rising to 35-50% of overall data center
energy use (2). The scale of this consumption makes efficiency improvements necessary to
meet growing computational demand sustainably, and better resource utilization is one of
the most impactful tools available.

At the scale of modern data centers, this efficiency challenge increasingly lies in how
applications are deployed and managed within them. Containerized deployments have
become the dominant model for modern application delivery (3l [4)), playing a key role
in managing this efficiency. At production scale, a single container is rarely sufficient;
hundreds or even thousands are required to reliably host a modern application (5). Co-
ordinating deployments at this scale is managed by Kubernetes, the industry standard
container orchestration platform (6, [7). At this scale, small per-container inefficiencies can
quickly multiply into significant cluster-wide waste as visualized by Figure

Kubernetes depends on user-declared memory configurations to manage resources. Each
container declares a memory request, representing a guaranteed minimum allocation, and
a memory limit, representing the maximum amount of memory it is allowed to consume.
These limits are hard and memory is non-compressible; a container that exceeds its limit is
terminated (7)), making the stakes of misconfiguration significantly higher. Since declara-
tions must be set before runtime behavior is known, operators always take caution, adding
safety margins to avoid unexpected terminations. The result is systematic over-reservation
of memory across the cluster (8g]).

While declared memory could in principle reflect actual runtime usage, it does not match
in most scenarios because memory consumption consists of multiple complex components

such as application memory, container overhead, and OS-level usage, and other factors
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One container One node One cluster
1 GiB reserved 20 pods x 1 GiB 50 nodes x 20 GiB
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Figure 1.1: Per-container over-reservation compounding across a cluster. The reserved frac-

tion that goes unused is the same at every level, but its size grows with the number of pods
and nodes. Figures are illustrative, applying the industry-reported 20% memory utilization

rate to a 1 GiB reservation (8]).

that change depending on complex runtime effects that are difficult to predict (9)). This
complexity makes the gap between declared and actual memory hard to characterize; op-
timization becomes guess-based rather than data-driven. This research is conducted in
collaboration with Capisoft, a software company that develops custom software solutions
across a wide range of domains, managing and deploying containerized applications for its
clients. For a company operating at this scale, memory misconfiguration translates directly
into operational cost and technical risk (8). All in all, the gap between what is declared
and what is actually consumed remains poorly understood, and closing it requires a clear
picture of what container memory actually consists of and where inefficiencies arise. This

work investigates exactly that.

1.1 Problem Statement

Container memory is not a single quantity; it spans multiple components: anonymous
memory, page cache, kernel memory, slab allocations, and runtime overhead (9)). Com-
ponents are spread across cgroup accounting, the container runtime, and the OS, making
it challenging to observe them individually. Operators and monitoring tools typically see
only an aggregate figure: memory.current, the total memory usage of a pod in a single
value. It is not possible to produce a meaningful analysis of how memory is actually con-
sumed using an aggregate value. We identify a critical lack of understanding of

what container memory actually consists of, and where it comes from. (P1)



1.2 Research Questions

The gap in understanding explained in P1 makes the relationship between declared
and actual memory difficult to reason about. Declared configurations are static and pre-
defined, while actual usage is dynamic, flexible and workload-dependent (10). The size and
causes of the gap between declared and actual usage vary with workload type, container
configuration, and runtime behavior. This leads to complications in scheduling decisions,
purely reactive tuning, and in practice, operators tend to reserve significantly more memory
than applications actually consume, resulting in poor cluster utilization (g)). Prior work
focuses on high-level performance and orchestration (I1)), leaving fine-grained empirical
analysis of this gap missing, and optimization guess-based rather than data-driven. The
size and causes of this discrepancy remain poorly characterized. (P2)

Even with measurements in hand, using findings to create applicable configuration strate-
gies is a difficult task. Strategies must balance two goals: safety (avoid OOM kills) and
efficiency (reduce over-reservation). Automated tools like the Vertical Pod Autoscaler
(VPA) exist and present a possible strategy to mitigate the issue, but rely on the same
aggregate metrics without understanding the complex composition of memory consump-
tion, they operate on an unreliable signal (12). Practical, data-driven configuration
guidelines for memory in Kubernetes-managed containerized workloads do not
exist. (P3)

Investigating the problems outlined above requires a reliable method of measurement and
analysis of memory behavior across varying workloads and configurations. No dedicated
framework exists for doing so at the level of detail need for this work. The infrastructure
needed to investigate memory behavior in Kubernetes-managed containerized

workloads at this level of detail does not exist. (P4)

1.2 Research Questions

The goal of this work is to answer the Main Research Question (MRQ): How accurately
do Kubernetes memory requests and limits represent actual runtime memory usage, and
what factors contribute to observed discrepancies?.

The scope is limited to RAM resources and focuses on Kubernetes-managed container-
ized workloads, relying on empirical measurement and analysis. Answering this question
requires both a clear breakdown of what runtime memory consists of, and a reliable way
to measure it, addressing P4 as part of this work. The MRQ is decomposed into three

sub-questions, each addressing one of the problems presented in the previous section.
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Research Question 1 (RQ1):

What are the main contributors to container memory usage in Kubernetes-managed envi-
ronments? As discussed in P1, understanding what runtime memory is composed of is
a requirement before carrying out any analysis on the discrepancy. Existing studies ex-
plore the surface performance and memory usage of containerized workloads (13), but do
not present a low-level breakdown of individual memory components. The challenge will
lie in decomposing memory across multiple layers: application memory, container runtime
overhead, OS-level components; each reported differently by different tools. Obtaining this
breakdown provides a principled, decomposed foundation for RQ2 and RQ3.

Research Question 2 (RQ2):

How does memory usage differ between actual runtime consumption and declared config-
urations, and what are the main contributors to this discrepancy? With a decomposed
understanding of memory from RQ1, the gap between declared and actual memory usage
can be studied and quantified more confidently. Measuring and comparing these values
reliably across varying workloads and configurations given the time constraints will present
a challenge, which is why a reliable framework is necessary as explained in P4. By answer-
ing this question, a quantified, attributed picture of the discrepancy between declarations

and reality regarding memory usage will be produced, addressing P2.

Research Question 3 (RQ3):

Based on the observed discrepancies, what optimization strategies can be suggested to safely
reduce unnecessary memory reservations in Kubernetes-managed containerized workloads?
A good understanding of a workload’s memory decomposition (RQ1), and the gap between
its declared and actual usage (RQ2) is required. However, these insights need to be
translated into applicable, generalized strategies that can increase efficiency. Balancing
memory efficiency and workload safety across different workload types is a key challenge
this question sets out to address. Answering this question will produce concrete, data-

driven configuration recommendations.

1.3 Research Methodology

The workload under study will be Ocean: an Al-powered web crawler developed by

Capisoft. Ocean helps fight counterfeiting by constantly crawling e-commerce websites



1.4 Thesis Contributions

and social media platforms, looking for listings containing counterfeit items and general
violations of intellectual property rights (14} [15). We chose Ocean because it nicely rep-
resents a real-world workload that continuously runs in production, and gives us a diverse
and variable memory trace, making it suitable for analysis. Throughout all experiments,

memory configurations are explicitly defined to ensure controlled results.

RQ1 methodology:

Since we need a detailed breakdown of memory usage that standard monitoring tools report
only as a single value, we measure and decompose memory at the cgroup v2 level from
inside pods: memory.current (total) and memory.stat (anon, file, kernel, slab). However,
we cross-validate using additional tools, such as kubectl top, as different tools account
for different memory components, and the comparison between them is itself informative.
A custom monitoring tool, MemScope, developed as part of this work, is used to capture
time-series data continuously, allowing us to analyze component breakdown over time to

identify the main contributors to container memory usage.

RQ2 methodology:

To investigate the gap between declared and actual memory usage, we explicitly set and
systematically vary requests and limits across experiments. Using MemScope, we compare
observed cgroup metrics against declared values to quantify the discrepancy. Along with
a varying workload intensity, this allows us to monitor how the discrepancy evolves un-
der different load conditions. We can then attribute the discrepancy to specific memory

components identified during the RQ1 phase.

RQ3 methodology:

We analyze the data collected during RQ1 and RQ2 to find patterns of repeated ineffi-
ciencies, to then translate these findings into guidelines that are applicable in practice. The
guidelines must balance two important aspects: workload safety and memory efficiency.
Finally, we evaluate how the guidance holds across different workload configurations to

assess its generalizability.

1.4 Thesis Contributions

By answering the research questions, we produce several contributions split into empirical,

conceptual, and technical.
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INTRODUCTION

Empirical

(1)

(i)

C1: We provide a decomposition of container memory usage in Kubernetes-managed
environments across cgroup components. The decomposition is obtained through tar-
geted experiments and measurement of a real-world production workload, providing

a foundation for analyzing memory behavior in containerized systems.

C2: We provide a quantitative analysis of the gap between declared memory config-
urations and observed runtime memory usage. Furthermore, we attribute the gap to
specific memory components to get a better grasp of where and why misconfiguration

occurs.

Conceptual

(iii)

C3: We propose practical configuration recommendations for memory requests and
limits in Kubernetes-managed containerized deployments. The recommendations are
based on the findings and aim to minimize superfluous memory reservations, while

ensuring workload safety.

Technical

(i)

C4: We provide an implementation of MemScope, a lightweight cgroup-level memory
monitoring tool for Kubernetes pods. Through direct access to cgroup v2 metrics,
MemScope produces structured time-series data that enables continuous, fine-grained

memory analysis at the component level.

The tool delivered through [C4]is aimed at filling the tooling gap that P4 describes, and

which the other three contributions depend on. Chapters [3] and [] discuss how we deliver
it: Chapter [3] designs the tool, and Chapter [ realizes it as MemScope. Chapter [f| then
applies MemScope to Ocean and delivers in Section [C2]in Section and [C3| in

Section [5.5] each answering a corresponding research question.

1.5

Plagiarism Declaration

I hereby confirm that the contents of this thesis are a product of my own independent work

and writing. The work does not contain material copied from any other source (person,

internet, or LLM) unless otherwise indicated, and has not been submitted for assessment

elsewhere.



1.6 Thesis Structure

1.6 Thesis Structure

Chapter [2| presents the background information needed for the rest of this thesis and
the motivation behind our research. To best understand the work, it is recommended
to start traversing the thesis there. Chapters [3] and [4] discuss the details of designing
and implementing the missing instrument: Chapter [3| designs the experimental pipeline
conceptually; Chapter [4] realizes it as MemScope. Chapter [5] applies MemScope to Ocean
through a set of experiments and answers all research questions. Chapter [6]discusses related
work and positions our thesis relative to it. Chapter [7] concludes by stating the direct
answers to all research questions and our contributions, and discusses future work. Finally,
Appendix [A] documents the artifact for reproduction; Appendix [B]is the self reflection.
For those with little time to spare, each chapter begins and ends with a summary of the
most important findings, which should be sufficient to get a high-level overview. For those

with even less time to spare, Chapter [7] summarizes the complete work in a few pages.
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Background & Motivation

This chapter introduces the concepts necessary to understand the research presented in
this thesis. We begin with an introduction to containerization and container orchestration,
before discussing how Kubernetes manages memory resources. We then examine how
memory is enforced and measured at the operating system level, review existing monitoring

tools and their limitations, and briefly discuss the Vertical Pod Autoscaler.

2.1 Virtual Machines & Containerization

Deploying applications across different machines was a persistent challenge before the rise
of containerization. Applications built and tested in one environment would often fail
in another, as they would be reliant on operating system versions, installed libraries, or
system configurations. Virtual machines (VMs) allowed multiple isolated environments to
run on a single physical host (16]), addressing the environment mismatch issue. Each VM
runs its own operating system on top of a software layer called a hypervisor, which sits
between the physical hardware and the VMs and is responsible for dividing and allocating
the host’s resources among them (I7). The hypervisor allows different VMs on the same
host to run entirely different operating systems and software stacks without interfering
with each other.

However, virtual machine based deployments were slow to provision, hard to package, and
prone to environment mismatch. These issues lead to the increased adoption of container-
ization (I8). Now the de facto standard method of deploying software (3), containerization
involves the packaging of software code to create a single lightweight executable, called a
container, that runs consistently on any infrastructure (19). Each container can be con-
figured with resource reservations, such as CPU and memory, specifying how much of the
host’s resources it is guaranteed and how much it is allowed to consume.

Several properties of containers made them a better alternative to virtual machines,
contributing to the rise of their adoption. Containers do not run their own OS, they share

the host’s OS and only package the application and its dependencies, making them lighter
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than VMs, faster to start, and more portable (20)). This allowed containers to realise the
notion of write once, run anywhere (19), where an application packaged as a container

runs consistently regardless of the underlying infrastructure.

2.2 Container Orchestration with Kubernetes

When containerization first appeared, workloads were smaller and simpler, and therefore
small numbers of containers were sufficient for running applications. As internet-scale
and Al-driven applications have grown, container adoption has accelerated; survey data
shows that 85% of respondents say Al is pushing container adoption, 87% expect container
use to rise, and telemetry data shows GPU-based container workloads growing 58% year
over year (21, 22). While managing a small number of containers was fairly straightfor-
ward, larger deployments brought new challenges: routing traffic, allocating resources, and
deciding which tasks each container handles. This led to the development of container
orchestration platforms, most notable of which is Kubernetes (6)), to assist with solving

these management issues.

2.2.1 Introduction to Kubernetes

Kubernetes is a container orchestration platform developed by Google and released in 2014
that provides solutions to the issues brought by modern container scale (6l). Kubernetes
defines an architecture involving clusters that contain nodes, that contain pods (23). A pod
is the smallest deployable unit in Kubernetes and is where the actual application containers
live, it usually contains one container but can in practice host more (7). Kubernetes also
handles how an application should be deployed across this architecture and uses a scheduler
to decide which node each pod is placed on, based on available resources and the pod’s
requirements (7).

Kubernetes is the layer that enforces what resources each pod gets, and what should
happen to a pod when it violates those constraints (24)E It maintains a QoS ranking that
allows it to decide which containers get to stay alive when one needs to be terminated due
to resource constraints (25]).

Kubernetes also handles how many containers are needed to sustain an application’s traf-
fic load and how that changes dynamically in real time through horizontal pod autoscaling

(26). It provides standard configuration and interfaces like kubectl to allow deployers to

!'Kubernetes documentation, Resource Management for Pods and Containers: https://kubernetes. i

o/docs/concepts/configuration/manage-resources-containers/
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communicate with its API, and houses many more features like VPA that provide different

solutions to varying deployment problems (7).

2.2.2 Kubernetes Cluster Architecture

To give a clearer picture of the architecture Kubernetes uses, Figure illustrates the
main components of a Kubernetes cluster. At the highest level is the cluster itself, which
consists of a control plane and one or more worker nodes (24)E|.

Within the cluster are nodes, which may be physical or virtual machines and provide
the compute resources for running workloads (24)ﬂ Each node runs the kubelet, an agent
that ensures the containers on that node are running as expected (24)).

Each node contains pods, the smallest deployable units in Kubernetes, each containing
one or more containers that share storage and network resources (24)@ Kubernetes can
terminate and replace pods at any time, particularly when they violate resource constraints
(24). Pods from various applications can run in parallel on one node, but they would be
competing for the same memory and CPU resources. Therefore, for pods to operate in a

stable manner, it is crucial to make accurate resource configurations (7).

2.3 Memory Management in Kubernetes

Now that we have a clear picture of the Kubernetes architecture, we can explore further
into the central topic of this work: memory management. Memory differs from CPU
in that it is a non-compressible resource, meaning that unlike CPU, whose usage can
be throttled (slowed down) when a container violates its constraints, memory cannot be
gradually reclaimed. The operating system can only Kkill a container when it surpasses
its memory limit. This section covers how Kubernetes manages pod memory through
requests and limits, how it classifies pods into Quality of Service (QoS) classes based on
their resource configuration, and what happens when a pod violates its memory constraints
and is Out-of-Memory (OOM) killed.

2.3.1 Requests and Limits

The method Kubernetes employs to manage a container’s memory is simple: each container

gets a configuration file which contains, among other things, two main values regarding

"Kubernetes documentation, Kubernetes Components: https://kubernetes.io/docs/concepts/ov

erview/components/
“Kubernetes documentation, Nodes: https://kubernetes.io/docs/concepts/architecture/nodes/
3Kubernetes documentation, Pods: https://kubernetes.io/docs/concepts/workloads/pods/

11
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Kubernetes Cluster

Control Plane

manages manages,
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Figure 2.1: Hierarchical view of a Kubernetes cluster. The control plane manages each node
through its kubelet; pods group one or more containers that share network and storage; the
node memory bar shows the share of node memory consumed by pods, with the remainder

available for new pods.

memory; a request, representing the minimum amount of memory that will be allocated to
the container, and a limit, representing the maximum amount of memory that the container
can use (24). These values are set by operators, and are dependent on the nature of the
deployed application among other factors such as safety margins.

Another important actor is the scheduler, which decides which node a newly created pod
will be deployed on (7). The scheduler uses requests, not limits, to make this decision, if
a node does not have enough allocatable memory to satisfy a pod’s request, the pod will
not be scheduled there. If no node in the cluster can satisfy the request, the pod remains
unscheduled until resources become available (Iﬂl)ﬂ

Of course, the usage of a container rarely matches the request set in its configuration.
Containers may use more memory than indicated in the request. The case where the
amount of memory used exceeds the request but remains below the limit is referred to as
bursting (24). Kubernetes allows bursting to happen, but it is important to note that it
affects other pods on the same node, since the pod is consuming more memory than it was
scheduled for, leaving less available to its neighbors.

When no requests or limits are set, the container can consume as much memory as the

!Kubernetes documentation, Kubernetes Scheduler: https://kubernetes.io/docs/concepts/schedu

ling-eviction/kube-scheduler/
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Figure 2.2: Per-container memory allocation. The request reserves a minimum amount of
memory for the container while actual usage typically falls below it, leaving a gap of memory
that is reserved but never consumed.

node has available, and will be the first to be evicted when the node runs low on memory,
as discussed further in Section (24).

A main problem arises from this, depicted in Figure[2.2l While declared memory could in
principle reflect actual runtime usage, it does not match in most scenarios for two reasons.
First, memory consumption consists of multiple complex components such as application
memory, container overhead, and OS-level usage, that change depending on runtime effects
that are difficult to predict (25)). Second, because of this complexity, operators typically
set declarations conservatively, adding a safety margin to avoid out-of-memory events (8)).
The result is consistent over-reservation of memory, leaving large amounts of allocated

memory unused across the cluster.

2.3.2 Quality of Service and Out-of-Memory Behavior

Kubernetes automatically assigns every pod a Quality of Service (QoS) class based on how
its memory requests and limits are configured (Iﬂl)ﬂ These classes are used by Kubernetes
to decide which pods to evict first when a node runs low on memory.

There are three QoS classes:

e Guaranteed: the pod has both requests and limits set, and they are equal. These

pods are treated as highest priority and are the last to be evicted.

"Kubernetes documentation, Pod Quality of Service Classes: https://kubernetes.io/docs/concept
s/workloads/pods/pod-qos/
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e Burstable: the pod has requests set, but limits are either not set or higher than the
request. These pods can consume more memory than their request up to their limit,

and are evicted after BestEffort pods.

¢ BestEffort: the pod has no requests or limits set at all. Kubernetes gives these
pods whatever resources are left over, and they are the first to be evicted when the

node is under memory pressure.

When a container exceeds its memory limit, it is not Kubernetes that terminates it
but the Linux kernel, through a mechanism called an Out-of-Memory (OOM) kill (24).
Kubernetes then observes that the container has been terminated and decides whether to
restart it based on the pod’s restart policy. Eviction, on the other hand, is a proactive
measure taken by Kubernetes when a node is running low on memory, removing pods

before any limit is exceeded, in the order determined by their QoS class (24)).

2.4 Linux cgroups and Memory Accounting

Kubernetes describes memory at a high level but does not actually enforce limits or measure
memory itself (24). Limits are enforced at the OS layer, in the Linux kernel. The kernel
does this through a feature called control groups, or cgroups, that organizes processes into
hierarchical groups to limit, account for, and isolate their resource usage, including CPU,
disk I/O, network bandwidth, and most notably, memory (27). Figure shows this
hierarchy for a single container on a node. The feature is relevant for this work because
cgroups are the source of memory numbers reported by the monitoring tools covered later.
Furthermore, the kernel exposes an individual view of the same memory for each running
process at /proc/<pid>/smaps, while cgroup.procs lists the processes belonging to the
container. A page shared by several processes is fully included in the counts, however, the
Proportional Set Size (PSS) field divides that page by the number of processes sharing
it (28). Taking the sum of the PSS for all processes therefore only counts the shared pages
once.

Moreover, cgroups are also an integral part of what containers actually are. Containers
are not a primitive in the Linux kernel; they are an abstraction of two kernel features
working together: cgroups, which handle resource control and accounting, and namespaces,
which isolate global system resources (such as process IDs, network stacks, and mount

points) so that different sets of processes are tricked into thinking that they have their own
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Worker node

/sys/fs/cgroup/

kubepods.slice
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container scope

memory.current
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Figure 2.3: The cgroup hierarchy for a single container, starting from the node down to the
container scope. The leaf holds the files that expose the container’s memory: memory.current,

memory .max, and memory.stat, alongside cgroup.procs.

independent instances of those resources (29). This work focuses on the cgroups side of

the container, since memory is the resource of interest.

2.5 Memory Monitoring in Kubernetes

Several tools are already in place to observe and monitor container memory (7). Operators
typically use these tools, as they provide a simpler presentation of memory usage avoiding
all of the complexity housed in the cgroup files. A handful of tools are commonly used when
monitoring memory in Kubernetes deployments; those include cAdvisor (30)), Prometheus
(31)), Kubernetes Metric Service (32)), and Node Exporter (33)). Each of these tools report
on a different level in the Kubernetes stack, e.g. cAdvisor reports on container level, while
Node Exporter reports on the node level. However, they all ultimately read their data
from the cgroup files, the differences are in how they expose that data, not where it comes
from (25}, 27)).

Regardless of scope, each tool reports a single aggregated number for memory used,
not a breakdown. This raises a limitation: while these tools provide enough detail for

an operator’s need, they do not really tell us where memory goes exactly. To achieve a
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breakdown in such detail, a custom monitoring tool would be required to read and present

data from the cgroup files as is.

2.5.1 What the Metrics Actually Measure

The tools mentioned earlier report memory usage in bytes, but bytes are not the unit
the kernel itself uses to track memory. It manages memory in fixed-size chunks called
pages, typically 4 KiB on x86 64 systems, and the cgroup memory controller accounts for
memory at this same level of detail (27)). Pages are the natural unit of accounting as they
are also the unit at which the kernel allocates physical memory, maps virtual addresses,
and reclaims memory under pressure (20, 25). When a process inside a container needs
memory, the kernel allocates one or more pages and charges them to that process’s cgroup.

The single number that tools like cAdvisor or kubectl top report is the sum of several
categories the cgroup controller tracks (27). They are: anonymous memory used by the
application heap and stack, file-backed memory cached by the kernel after disk reads, and
kernel memory allocated for data structures maintained on behalf of the cgroup. Each
category behaves differently under varying workloads, and so is tracked separately. This

is the part of the picture this thesis cares about: where the headline number comes from.

2.6 Vertical Pod Autoscaler

The gap between declared requests and limits and actual usage is already targeted by
a built-in Kubernetes component, the Vertical Pod Autoscaler (VPA). It monitors each
container’s memory and CPU usage in real-time and uses it to calculate a suitable re-
quest /limit, which it either actively applies to the pod or passively recommends depending
on the deployment’s configuration (34).

While VPA does pose a potential solution to the main problem this work discusses, it still
has its weaknesses. VPA’s recommendations are derived from the same kind of aggregated
memory metrics discussed in Section so it inherits their blind spots. It narrows the
gap based on historical usage, but does not address why the gap exists in the first place.
Furthermore, it is not widely deployed in practice due to the extra explicit setup required,
and its incompatibility with existing systems (22)). Understanding the composition behind
the discrepancy is exactly the input that VPA depends on but does not itself produce.
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3

Design of an Experimental Pipeline
for Container Memory Analysis in

Kubernetes

Contribution 4.1 (C4.1):
Analysis of the missing infrastructure for fine-grained memory analysis in Kuber-
netes, and a design process for an experimental pipeline.

Contribution 4.2 (C4.2):
Functional and non-functional requirements for the experimental pipeline.

Contribution 4.3 (C4.3):
A conceptual design for the experimental pipeline based on direct cgroup-level
memory measurement.

The analysis this thesis aims to deliver requires a measurement pipeline beyond what
existing Kubernetes tools provide. As discussed in previous sections, there is a noticeable
gap between declared and actual memory usage when it comes to containers in Kubernetes
environments. Existing Kubernetes memory monitoring tools only expose aggregate mem-
ory numbers, and no existing infrastructure provides the per-component analysis needed

for the rest of this thesis.

This chapter presents the design of an experimental pipeline that fills this gap, which
will serve as the methodology that allows us to address all research questions proposed in
Section [I.2] Only the conceptual design, along with its motivation, alternative options,
and distinguishing factors, will be discussed in this chapter; the realization is presented
in Chapter [4] Section begins by analyzing the gap and the available solution space in

more detail before deriving the requirements.
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Figure 3.1: Loss of per-category granularity along the Kubernetes monitoring pipeline.
The breakdown exposed by cgroup memory.stat is summed across categories by cAdvisor,

Prometheus, and kubectl top into a single value.

3.1 Design Process

We begin by discussing how the gap highlighted by problem statement P4 along with a
survey of exisiting approaches lead to the design idea behind the pipeline. The output of
this section is the design direction, which in turn drives the functional and non-functional

requirements derived in Section [3.2]

3.1.1 Analysis of the Gap

The main limitation of available Kubernetes memory monitoring tools is the granularity at
which they capture memory. As shown in Figure[3.1] all of these tools, whether Kubernetes
native or not, report container memory as a single aggregate (30, 311, 32). Container mem-
ory is composed of many different categories: anonymous memory (true heap pressure),
file-backed memory (page cache, reclaimable), slab and kernel (OS overhead), and many
more that without separating, you cannot reason about what the application is actually
consuming (9, 27)). Moreover, since tools only show an aggregate, the actual state of the
container is hidden: much of the memory reported as used may in fact be reclaimable (27)).
Without the breakdown, request and limit settings are made against the aggregate, which
confuses safely reclaimable memory with genuine pressure (7, 24)).

The breakdown that Kubernetes monitoring tools do not surface is not missing; the

cgroup exposes it directly through the memory.stat file (27). All memory monitoring
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tools ultimately read this data from cgroup (30)), but collapse it into a single aggregate
before presenting it. Current container monitoring frameworks do improve on other aspects
such as portability and extensibility, yet they still only expose a single value (35). For
applications like autoscaling, alerting, and default dashboards this single value is sufficient.
A pipeline with the objective of providing a categorical memory measurement does not
require new OS-level measurement, only direct access to cgroup accounts.

A point not covered yet is the form of data that monitoring tools produce. Granularity
also has a temporal aspect to it, as container memory is not stagnant, but evolves con-
tinuously under different factors like load and usage constraints. In order to capture this
evolution, we would need detailed time-series data at a high resolution, kept in its raw
form rather than aggregated. Existing tools fail to achieve this: they sample at coarse
intervals and aggregate over time windows before storage (31). As a consequence, the
dynamic behavior most important for understanding memory evolution fades away before
it reaches the researcher (36]).

Beyond what tools capture, there is a limit placed on what the data can tell us through
observation only. That is because memory behavior as seen in production reflects whatever
load happens to be present. Without controlling that load, memory patterns can be
correlated with certain conditions but not attributed to specific causes. The workload
used must be deliberately driven under explicit, reproducible conditions (37)). This implies
that our pipeline’s scope should also include orchestrated load generation, not just memory

monitoring.

3.1.2 Analysis of Solutions

The details of the gap analyzed in Section [3.1.1] can be looked at as two coupled parts:
what to measure and how to deploy the measurement. We must look at possible measure-
ment approaches that capture the per-component breakdown we need, and a deployment
approach that can provide controlled and reproducible workloads without affecting produc-
tion workloads or requiring cluster-admin privileges. These two are coupled but separable;
an option can fit one but fail the other. This section explores candidate approaches against
both criteria.

The first approach that comes to mind is to simply extend existing monitoring tools.
In principle, cAdvisor or Prometheus exporters could be extended to expose more of
memory.stat (30, B31). While it would reduce the effort needed to achieve a granular
breakdown, this approach requires modifying components built into the kubelet, which

requires cluster-admin privileges that are often impossible in shared or managed clusters
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like EKS. Moreover, these tools were designed around aggregation; their data path is not
built for structured experimental output. This approach would then not be suitable given
the constraints.

A second candidate could benefit from the use of a sidecar: a secondary container that
runs inside the same pod as the main application, sharing the pod’s namespaces (24)H
The sidecar could monitor and read the cgroup data from inside the pod and ship it out.
Sidecars do provide a continuous monitoring method, with low running effort, but they
would require modifying the deployment spec of every pod under observation, which is
invasive. Also, sidecars would be impractical for situations involving production workloads
that you cannot redeploy. Given that we would like to be as uninvasive as possible, this
solution does not suit our case.

Instead of a sidecar, we can similarly use a DaemonSet: a Kubernetes workload that
ensures one pod runs on every node, commonly used for node-level services like log col-
lectors and monitoring agents (24)ﬂ Like the sidecar approach, a DaemonSet could be
used to read the cgroup for every container on its node, without touching the containers
themselves. However, similar to a sidecar, deploying a DaemonSet requires cluster-admin
privileges and setting up permanent infrastructure, making it too invasive an approach.

The last option would be to directly access the cgroup via kubectl exec. This tool
allows us to run a command inside an existing pod’s container, and is made available
through the standard Kubernetes API (38). This option needs to invoke a new process
for each sample it collects, resulting in a slightly higher overhead, and would require basic
shell utilities in the container. Nevertheless, no cluster-level changes are required, and no
privileges beyond what a regular namespace user already has, making it as uninvasive as
possible. Furthermore, it would work in any environment that supports kubectl. For our
needs, this approach would be the most suitable, since access is limited but the target
workload is known.

On the other hand, workload generation has two different needs: it must support isolating
individual memory categories for targeted experiments, and use application code paths to
mimic real-world usage. These needs are met by using two types of stimuli: synthetic
and real. Synthetic stimuli would isolate one cgroup memory category at a time; this is

done through large bytearray allocations, page cache via large file reads, kernel memory

!Kubernetes documentation, Sidecar Containers: https://kubernetes.io/docs/concepts/workload

s/pods/sidecar-containers/
“Kubernetes documentation, DaemonSet: https://kubernetes.io/docs/concepts/workloads/cont

rollers/daemonset/
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3.2 Requirements

via socket allocations. Real stimuli would drive pressure along code paths the application
is very likely to take in production. Both categories use kubectl exec, the same mechanism
chosen for measurement. Each stimulus output timestamped markers that can be used to
align memory traces with certain stimuli, so observed memory shifts can be attributed to
specific stimuli.

Both memory monitoring and workload generation share the same mechanism of opera-
tion: kubectl exec. For memory monitoring, the cgroup memory statistics files are read
directly from within the pod, providing the raw breakdown as the cgroup reports it. On
the other hand, the workload generator pushes stimuli into the same pod, and we can ob-
serve the change in behavior through the monitor. Both parts combined, the product is a
broken down time-series memory log that was produced under controlled conditions, filling
the gap mentioned in Section Section [3.2] turns the design direction into functional

and non-functional requirements.

3.2 Requirements

Following from Section [3.I] we will now elicit explicit requirements that the system should
meet in order to address the gap identified. The requirements will be split into two cate-

gories:
e Functional requirements (FR): the concrete capabilities the pipeline must provide.

e Non-functional requirements (NFR): the qualitative properties the pipeline must

exhibit, such as low overhead, low intrusiveness, and reproducibility.

Requirements are labeled FR-N for functional and NFR-~N for non-functional, where
N is a numeric index. Each requirement is stated in a few sentences and traced back to

the design process from Section (3.1

3.2.1 Functional Requirements

The functional requirements describe the specific operations the pipeline must perform.

Each follows from the analysis in Section [3.1

e FR-1: Memory metric capture. The pipeline must capture, for each monitored
container, the aggregate memory usage (memory.current), the configured memory
limit (memory.max), the categorical breakdown exposed by the cgroup’s memory . stat,

including anonymous memory, file-backed memory, slab, kernel memory, and the
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kernel’s cumulative counters, and for the dominant component, a process-level attri-
bution that counts pages shared between processes correctly. This follows from the
granularity argument in Section[3.1.1} aggregate values alone are not sufficient for the
per-component analysis this thesis aims to deliver, and the limit must be captured

alongside the breakdown so that declared and actual usage can be compared.

e FR-2: Raw time-series output at configurable resolution. The metrics from
must be sampled at an interval decided by the operator, and every sample
recorded to a structured output file in its raw format. This follows from the temporal-
granularity argument in Section [3.1.1} existing tools sample at high intervals and

aggregate over time, hiding the behavior needed for the analysis.

e FR-3: Controlled stimulus generation. The pipeline must support driving con-
trolled memory stimuli into target pods, covering both synthetic operations that
isolate single cgroup memory categories (for validation of the decomposition logic)
and application-driven operations that exercise realistic code paths in the workload
under study. This follows from the experimental dimension of the gap analysis in

Section and from the workload generation analysis in Section [3.1.2

e FR-4: Stimulus-measurement alignment. The pipeline must record the start
and end of each memory stimulus to ensure that it can be matched against the
corresponding memory log. This would allow every change observed through the
monitor to be correlated to certain stimuli throughout experiments. Otherwise, the
output would simply be memory over time, with no method to place any meaning

behind changes in memory usage.

e FR-5: Per-run metadata capture. The pipeline must record sufficient metadata
for each run to allow reproducing and analyzing it offline. Metadata can include
namespace, target deployments, stimulus parameters, sampling interval, and work-
load configuration. This addresses the experimental angle of the gap analysis in
Section Experiments that cannot be reproduced cannot support the compara-

tive analysis we aim to produce.

3.2.2 Non-functional Requirements

The non-functional requirements describe the qualitative properties the pipeline must ex-

hibit. Each follows from the analysis in Section (3.1
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e NFR-1: Low intrusion & Lightweight dependencies. The pipeline must not
modify the production workloads it observes, deploy extra cluster-level components,
or require privileges beyond a regular namespace user and require minimal depen-
dencies inside the target pods, since the experimenter typically does not own them.
Following what was argued in Section about the invasive-ness of the chosen
direction, an unintrusive pipeline would allow for it to be used in most clusters, and
by any user. Only basic shell utilities are assumed to be present in the container
under study, with no need for any deployment-spec changes or special and unsual

permissions.

e NFR-2: Low overhead. The measurement and stimulus invocations must add
minimal overhead to the system under study, so that the act of measuring does not
significantly affect what is being measured. The pipeline uses kubectl exec for both
measurement and workload generation, an approach acknowledged in Section [3.1.2
to carry non-trivial per-sample cost. If this cost grows in comparison to the work-
load’s own memory pressure, the integrity of the observations themselves becomes

questionable, and the pipeline is less of a reliable instrument.

e NFR-3: Reproducibility. The same experimental conditions must produce com-
parable results across runs, so findings can be confirmed and built on. Findings from
individual runs only become reliable when they can be confirmed by repeated runs
under the same conditions. Without reproducibility, the pipeline produces snapshots
rather than evidence, and claims about made memory behavior cannot be subjected

to the kind of analysis the research questions require.

e NFR-4: Portability. The pipeline must run in any environment that supports
kubectl, without being tied to a specific cluster distribution (EKS, GKE, on-prem)
or configuration. The chosen approach in Section [3.1.2| uses only what the standard
Kubernetes API exposes, so the pipeline does not assume any particular cluster
distribution. Keeping this property explicit in the requirements protects against
future implementation choices that would tie the tooling to any environment, and

supports reuse of the methodology.

3.3 Design Overview

At the highest level, the pipeline is composed of three main components: a memory moni-

tor, a workload driver, and an analysis layer. Figure visualizes these main components.
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Figure 3.2: High-level overview of the experimental pipeline.

Both the monitor and driver interact with the same target pods via kubectl exec, and
run in parallel during experimental runs. Timestamped outputs are produced by both;
the monitor outputs a CSV time-series of memory metrics, and the driver outputs markers
flagging stimulus start and end. The analysis layer joins the two offline through Jupyter

notebooks designed to produce visuals from the CSV files.

The three components visualized in Figure all perform coupled yet separate tasks (39).
The memory monitor periodically samples memory metrics from each target pod via
kubectl exec, recording the full memory.stat breakdown, as well as memory.current,
memory .max, and the processes’ weighted anonymous memory breakdown. The driver dis-
patches stimuli into the target pods, using both synthetic operations to allow for category
isolation, and real application operations for realistic code paths. Finally, the analysis
layer reads the CSV and marker timestamps, slices the time-series data into per-stimulus

blocks, and produces detailed summaries against an idle baseline.

Connecting back to Section we can see how this design realizes the mentioned
requirements. The memory monitor satisfies [FR-1] (memory metric capture) and
(raw time-series output), as it captures memory metrics and gives us the time-series
output we are looking for. The driver satisfies[FR-3|(controlled stimuli) and [FR-4] (stimulus
timing). The kubect] exec mechanism is what gives the design (low intrusion and
lightweight dependencies) and (portability). The analysis layer and the structured
output achieve (per-run metadata capture) and support (reproducibility).
(low overhead) is addressed by choosing a low and configurable sampling interval

rather than high frequency polling.

Section [3.4] covers each component of the design in more detail.
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Figure 3.3: The design of the memory monitor as a fixed-period sampling loop. Each cycle
resolves the target pod, samples its cgroup memory, and records one row. The wait then fills
the remainder of the interval, so a longer sample shortens the wait and the period between

samples stays constant.

3.4 Design Details

Following the overview in Section [3.3] this section dives deeper into each of the three
components: the memory monitor (Section [3.4.1)), the workload driver (Section [3.4.2)), and
the analysis flow (Section |3.4.3)). Each subsection details the component’s design choices

and traces them back to the requirements from Section [3.2

3.4.1 Memory Measurement via Direct cgroup Access

The main component of the design is the memory monitor, whose mechanism is to simply
call kubectl exec periodically and execute a small shell script inside the target pod (38).
The script would read memory.max, memory.current, and memory.stat from inside the
pod’s cgroup files (27), parse, and then print them to stdout. The script also iterates
through the processes in the container’s cgroup and reads each one’s memory mapping
file, weighing each mmap by its proportional share so pages shared between processes are
only counted once. On the operator side, the output would be converted to one record per

sample. This realizes the design direction set in Section [3.1.2] and satisfies
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The operator would choose the interval at which the sampling of memory statistics
would run, with fixed-period scheduling that would account for the varying response times
of kubectl calls. Each cycle subtracts the time the kubectl calls took from the sleep, such
that frequency stays constant. Figure [3.3] shows this loop. A single CSV row is created
for each sample, carrying a timestamp, sample index, and other metadata. The output
CSV file is saved after appending every row, so that an unexpected interruption would not
cause the loss of the entire log.

Before every iteration, the pods being monitored are re-resolved using the deployment
name’s prefix to safeguard against restarts, which would change a pod’s name, preventing
the monitor from being able to reach them. Furthermore, kubectl failures (timeouts,
missing pods, parse errors) are absorbed into the output as an error sample rather than
causing the monitor to abort, so that long runs are not thrown away if one kubectl call
fails. The shell scripts sent to run in the target pod use minimal shell tools, minimizing the

chance that a tool is missing from minimal container images, ensuring is satisfied.

3.4.2 Controlled Load Generation

The memory driver assists in our experiments by dispatching stimuli, reusing the same
kubectl exec mechanism as the monitor. The driver dispatches two categories of stimuli:
synthetic and application-driven. For synthetic stimuli, the command is a small Python
or shell snippet executed inside the pod, and targets a specific component of memory. For
application-driven stimuli, the command invokes existing application code paths that are
likely to also be used in real production environments. Only one stimulus can be run at a
time, allowing individual memory shifts to be cleanly attributed and satisfying
The way that stimuli are made discoverable in the monitor’s time-series is as follows.
Each stimulus emits start and end marker lines with timestamps around its execution.
These markers carry enough metadata to identify the stimulus (test name, parameters,
target pod). The driver and monitor write to separate streams, but their timestamps
share the same wall clock, so alignment between the two is simple. This satisfies

and is how observed memory behavior can later be related to specific stimuli.

3.4.3 Telemetry Collection and Analysis Flow

The analysis layer is what ties everything together, making meaning of whatever data
the driver and monitor produce. It takes two inputs: the monitor’s time-series and the

driver’s markers. Using the timestamps described in Section [3.4.2] samples are matched
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and sliced into per-stimulus blocks. Each block is compared against an idle baseline drawn
from the same run, captured before any stimulus is dispatched. The comparison results in
categorical memory differences (anonymous, file-backed, slab, kernel), which is what makes
it possible to say what each stimulus actually moved.

Alongside the time-series and marker outputs, each run is registered with a metadata
record capturing the parameters that defined it: namespace, target deployments, stimulus
parameters, sampling interval, workload configuration, and start/end timestamps. This
metadata gives each run the context needed to interpret it correctly, and turns scattered
runs into a comparable set, satisfying Since the raw outputs and the metadata re-

main the source of truth, any run can be re-analyzed or repeated under the same conditions,

reinforcing [NFR-3|

3.5 Summary

This chapter began by explaining the limitations of current Kubernetes monitoring tool,
prompting the need for a custom tool, as well as a controlled load generator. We then
proceeded by surveying different approaches, weighing out their advantages and disad-
vantages, and choosing a suitable design direction. From this direction, functional and
non-functional requirements were derived that our pipeline must satisfy. All of this leads
to our final 3-component design consisting of: a memory monitor, a controlled load gener-

ator, and an analysis layer. The realization of this design is presented in Chapter [4]
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4

Realization of the Experimental

Pipeline (MemScope)

Contribution 4.4 (C4.4):
A working realization of the three-component pipeline introduced in Chapter [3|

Contribution 4.5 (C4.5):
Realization-level design decisions (scheduling, failure handling, marker alignment,
analysis structure) that turn the conceptual design into a reliable measurement
instrument.

Contribution 4.6 (C4.6):
MemScope, a portable Python codebase that operates under the constraints derived
in Chapter |3 (no cluster-admin privileges, no deployment-spec changes).

The previous chapter established the conceptual pipeline we intend to work with as a
design idea. A conceptual design alone is not sufficient to run experiments and produce
measurements; we need software running against a real cluster. This chapter presents the
realization of our conceptual design, named MemScope.

A number of choices were left open after Chapter [3] such as sampling cadence, failure
handling, marker alignment, or output format; these are implementation-level decisions
that will be discussed further in this chapter. The decisions taken will affect the reliability
of the measurements produced by our pipeline, and therefore need to be adequately studied.
The main functional requirement for this chapter is to realize the Chapter [3| design.

Section [4.1analyzes the realization problem and the available options, Section [£.2] derives
the realization-level requirements, Sections [4.3| and present the overview and details of

MemScope, and Section closes the chapter and bridges into the evaluation.

4.1 Realization Process

This section discusses the choices left open by Chapter [3| and leads to a chosen implemen-

tation direction. Subsection identifies which aspects of the design are too vague for
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a working artifact, while Subsection [4.1.2] surveys different implementation options and
selects one. After this section, we will have a clear implementation direction, which will

drive the implementation-level requirements presented in Section [£.2]

4.1.1 Analysis of the Realization Problem

Chapter [3] produced a conceptual three-component design. This design tells us what to
build, but does not cover how it should be built reliably in a real-world environment.

Firstly, Chapter [3|mentioned our memory monitor should run at a configurable interval.
While that sounds simple, we need to take into account that invoking kubectl exec itself
might take various amounts of time, each time it is invoked. This leaves us with the
following problem: at what frequency to sample, and how to keep that frequency steady.
The time-axis is the foundation of every analysis carried out on our data later on; a
blurry time-axis hides dynamic behavior we want to capture and undermines (low
overhead) if our frequency drifts under load.

Secondly, in Chapter [3]it was acknowledged that kubectl exec invocations can indeed
fail, and that we do not want failures to render long-running experimental runs useless.
What needs to be decided as part of our implementation is: which failures to absorb
silently, which to surface, and how to record them in a way that does not corrupt the
time-series. This matters because experimental runs pay back our setup cost; losing a long
run is a much larger cost than the error that caused the loss itself.

Thirdly, the design mentions that the monitor and driver both share the same wall clock
and that joining their outputs is therefore simple. During implementation, it is necessary
to decide on which clock to use, what tolerance for skew is suitable, and how to encode
markers so the join is indeed easy. Without reliable alignment, we would not be able to
attribute any memory change to a specific stimulus, collapsing the experimental design
back to a simple observation, and breaking [FR-4]

Lastly, the design also discussed that a structured output is necessary for analysis.
However, the exact shape of this output was never specified, leaving the decision up to
our implementation. We need to explicitly finalize what fields to capture per row, how to
handle missing values, and how to keep the format stable across runs so analysis code does
not need to know which version produced a file. Our output file is the only artifact we

have after an experimental run; whatever we do not store then is unrecoverable.
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4.1.2 Analysis of Realization Options

The gaps discussed in Section leave us with four independent decisions to make.
Above all of them sits one main decision regarding the language and runtime chosen for
implementation. This subsection discusses each, weighs possible options, and ends with a
chosen direction.

The first and most general decision concerns language and runtime. A more basic option
would be implementing our components as shell scripts (bash) since they would be very
lightweight; it would however be difficult to parse kubectl output, and unreliable for
steady scheduling, because keeping a steady frequency under changing kubectl latency
requires subtracting elapsed time from the sleep budget, which bash does not give us easy
solutions for. Go is another strong option, with the upside that it produces a single static
binary that runs anywhere kubectl runs with no runtime dependency on the operator’s
environment, but it pulls in a compiled build toolchain and deployment incompatibility
that would not be justified. We then arrive at a middle ground, Python: it is readable,
has a rich library ecosystem, and integrates flawlessly with Jupyter notebooks, which we
will use for analysis later on. Python is slower than Go on per-call overhead and process
startup, but neither matters here, since the monitor is a single long-running process whose
per-sample cost is dominated by kubectl latency rather than by Python itself.

Another undecided yet crucial problem is our sampling frequency. We can choose a
sub-second frequency, which would give us very rich data but would result in high per-
sample overhead from kubectl. On the contrary, a very high interval in the tens of seconds
would lose us the dynamic behavior we hope to capture. Therefore, a moderate single-digit
seconds interval is most suitable as it balances the trade-off. We default the interval to 3
seconds, but leave it configurable via the CLI. For managing the varying kubectl response
times, we make our monitor sleep until the next tick using a monotonic clock, which would
absorb the latency into the sleep budget.

For failure handling, we have three directions: abort on any error, silently swallow,
absorb-and-record. The only option that fulfills all of our design requirements would be
absorb-and-record, in the form of an extra error column that would flag corrupted samples.
This produces two implementation-level details: unique error strings for the three failure
modes (kubectl exec fail/timeout, JSON parse fail, no running pod) so the analyst can
tell them apart; and the CSV schema is deferred until the first good sample so the stat
column set reflects what memory . stat actually exposed. Through this, we achieve our goal

of maintaining long experiment runs regardless of any faults.
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We also have two options for how to relate memory behavior to stimuli. The first option
would be our driver writing markers straight into the monitor’s output, or at a higher
level, simply isolating each experimental run. The latter option promotes decoupling of
the monitor and driver, and reduces overall complexity, making it more suitable. We can
simply start the monitor, dispatch one stimulus, stop the monitor, and finally register the
resulting CSV against the stimulus that produced it.

The last decision to be made is our output format. Options include SQLite, JSON, or
CSV. The most suitable option would be CSV, as it is simple, inspectable, portable, and
natively consumed by pandas. Along with the memory behavior file, a second CSV, the
run registry, holds one row per monitor run with workload, stimulus, request and limit
configuration, and free-text notes for findings worth recording alongside the data.

In conclusion, our implementation proceeds in the following direction: Python with
stdlib-only for the in-cluster-facing tools and pandas/matplotlib for offline analysis; fixed-
period scheduling at a 3-second default; absorb-and-record failure handling with deferred
schema; per-run isolation with a registry rather than in-stream markers; CSV time-series
with stable schema plus a separate metadata registry. The requirements derived from this

stack are presented in Section [£.2]

4.2 Requirements

Following from Section this section presents the requirements our implementation must
meet. The requirements here are an extended set of the ones presented in Section [3.2]
adding implementation-specific details. Requirements are also split into two categories:
functional and non-functional, exactly like in Section but with different labels, FR-
RN for functional and NFR-RN for non-functional, where N is a numeric index.. Each

requirement is stated in a few sentences and traces back to a decision in Section [4.1]

4.2.1 Functional Requirements

The functional requirements describe the concrete capabilities the implementation must

provide.

e FR-R1: Realization of the Chapter (3| design. The implementation shall realize

the conceptual design given in Chapter |3| (FR-1| through [FR-5 and [NFR-1| through
NFR-4)) as working software. This is the main functional requirement in this chapter:
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the conceptual pipeline from Chapter [3| now resurfaces as a functional requirement

on the implementation-level.

e FR-R2: Run-time configurability. All experiment-affecting parameters (names-
pace, target deployments, sampling interval, output path, stimulus parameters) shall
be configurable at run time via the command-line interface. This follows from the
sampling-interval decision in Section generalized as a principle: every param-
eter the operator changes between runs should be reachable without having to edit

the code.

¢ FR-R3: Steady sampling frequency. The monitor shall preserve a steady fre-
quency at the configured interval by sleeping until the next tick on a monotonic clock,
absorbing kubectl latency into the sleep budget. This follows from the scheduling

decision in Section [£.1.2} a drifting frequency blurs the time axis which our analysis

depends on, and partially violates

¢ FR-R4: Temporary fault absorption. The implementation shall absorb tempo-
rary kubectl failures (timeouts, missing pods, JSON parse errors) without aborting
an experimental run, recording each failure as a marked sample with an insightful
error string. This follows from the failure-handling decision in Section [{.1.2} a long
experimental run amortizes setup cost, and a single fault is much less costly than the

run it would destroy.

e FR-R5: Stable-schema CSV output with separate run registry. The im-
plementation shall emit per-sample data as a CSV file whose schema is decided on
the first successful sample and held stable for the duration of the run. Furthermore,
it shall maintain a separate registry CSV with one row per monitor run, capturing
workload, stimulus, request and limit configuration, and free-text notes. This follows
from the output-format decision in Section[f.1.2} stable schema allows the same anal-
ysis code to read any run, and keeping the registry separate keeps per-run metadata

out of the sample data.

4.2.2 Non-functional Requirements

The non-functional requirements describe the qualitative properties the implementation

must exhibit. Each follows from a decision in Section 4.1.21
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¢ NFR-R1: Modular and decoupled code structure. The implementation shall
be made up of independent components (monitor, driver, analysis), each replaceable
without having to change the others; within each component, distinct concerns such
as data collection, storage, and presentation shall be separated. This follows from
the per-run isolation decision in Section which made the monitor and driver
separate independent processes, and the analysis layer should not need to know how

data was collected, only what shape it arrives in.

¢ NFR-R2: Minimal operator-side toolchain. The monitor and driver shall re-
quire only a standard Python 3 interpreter and a working kubectl. The analy-
sis layer may rely on the standard scientific Python stack (pandas, NumPy, mat-
plotlib) (40, [41], 42). This follows from the language decision in Section and
extends Chapter s (low intrusion, lightweight dependencies) from the in-pod

environment to the operator’s environment.

e NFR-R3: Inspectability of outputs. All artifacts produced by the implementa-
tion (the per-sample CSV, the run registry, and any error markers) shall be readable
and editable without specialized tooling. This follows from the output-format deci-
sion in Section [£:1.2] which favored CSV over SQLite on ease of readability grounds.
The registry is also maintained as a plain CSV so the experimenter can edit rows or

add notes by hand.

e NFR-R4: Extensibility. Adding a new stimulus, a new memory metric, or a
new analysis function shall be a local change confined to one component, without
modification to the others. This follows from [NFR-RI|and from the per-run isolation
decision in Section [£.1.2] which kept the monitor’s output shape independent of the
stimulus that produced it; new stimuli or metrics can be added without touching the

monitor’s writer or the analysis layer’s loaders.

4.3 Realization Overview

Our memory monitoring tool (MemScope) is implemented as three independent Python
components which run on the experimenter’s machine and interact with the target pods:
the memory monitor (memory_monitor.py), the stimulus driver (memory_stimuli.py),
and the analysis layer (memmon.py and analysis.ipynb). The components and the way

they interact with each other are visualized in Figure On the cluster-facing side, the
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Figure 4.1: Artifact-level overview of MemScope. The monitor and driver are independent
Python processes on the operator’s machine that interact with target pods through kubectl
exec; each run produces a per-sample CSV in memory_logs/, and a manually maintained reg-
istry (runs.csv) links each CSV to the stimulus and configuration that produced it. Analysis

is offline: the notebook loads the time-series and the registry via memmon. py.

pipeline is very dependency-light; the standard scientific Python stack is only used for
offline analysis.

The figure has two main sides. On the left lives the experimenter’s machine, where all our
Python components run, grouped into three lanes by what they do: the cluster-facing tools
at the top (memory_monitor.py and memory_stimuli.py), the output files they produce
in the middle (memory_logs/*.csv and runs.csv), and the analysis layer at the bottom
(memmon.py and analysis.ipynb). On the right is the Kubernetes cluster, containing the
two target pods inside the cluster. Between the two sides sits kubectl exec, which is the
only way our pipeline reaches into the cluster. The monitor and driver use it independently;
they do not communicate with each other directly, sharing only the same wall clock and
the same target pods.

As a result of our implementation, the pipeline handles one stimulus per experimental
run. The operator would start the memory monitor and driver on two different terminals.
The experimenter can then dispatch a stimulus from the driver to the chosen target pod,
which would cause a detectable change in the behavior of the memory that can be seen in

the monitor’s output. After the stimulus ends, the experimenter would stop the monitor,
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and the whole run gets recorded in a separate CSV. Lastly, the run would be added to the
separate run registry (runs.csv) describing what was run and recording useful metadata.

Our implementation realizes all requirements mentioned in Section MemScope as
a whole satisfies which is the main requirement from this chapter. The memory
monitor realizes (steady frequency through fixed-period scheduling), (tran-
sient fault handling), and the per-sample half of (the stable-schema CSV). Our run
registry (runs.csv) covers the metadata aspect of and the entire analysis layer
realizes the offline-only side of NFR-R2] The CLI, which implements the configurability
aspect in our pipeline, realizes (run-time configurability), and the three-file split
itself takes care of (modular and decoupled structure). Our choice of CSV re-
inforces (inspectability) since it is easily human-readable, and finally,
(extensibility) follows from the modular structure of the code for both the monitor and

driver.

4.4 Realization Details

Following the overview in Section this section dives deeper into each module of our
realization: the memory monitor (Section [£.4.1]), the workload driver (Section [£.4.2)), and
the analysis flow (Section[4.4.3). Section[4.4.4walks through a full experimental run end-to-
end so the reader sees the pieces working together. Each subsection details the component’s

design choices and traces them back to the requirements from Section [4.2]

4.4.1 Memory Monitor

At the monitor’s core, there is a periodic kubectl exec invocation against each target pod,
running a small shell snippet inside the pod. The shell snippet reads memory.current,
memory.max, and the full memory.stat from /sys/fs/cgroup/, and uses awk to then se-
rialize memory.stat into a JSON object. The choice to use awk instead of python or
anything else is because basic shell tools are far more reliably present in minimal container
images.

For each process listed in cgroup.procs, the shell snippet also reads /proc/<pid>/smaps
and classifies every mapping as heap, stack, anonymous mmap, or other by its pathname
field. The four categories are recorded in their own columns in the CSV output. To account
for pages shared across the container only once, each mapping contributes its anonymous
bytes scaled by the ratio of its proportional set size (PSS) to its resident set size (RSS).

The files are traversed through the same mechanism used for memory.stat, only using
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Interval boundary _i overrun
- “ - ’
sample
sample
sample
Casel Case 2 Case 3
sleep fills sample runs long,  sample exceeds interval,
the interval period still holds no sleep, next starts late

[] sample (kubectl exec + read) [} sleep(interval - elapsed)

Figure 4.2: Three timing cases for a sampling iteration. The monitor sleeps for the interval
minus the time already spent sampling. When the sample is quick the sleep fills the rest of
the interval (Case 1); when it runs long the sleep shrinks but the period still holds (Case 2);

and when it exceeds the interval there is no sleep left and the next cycle starts late (Case 3).

awk. This entire procedure can be optionally reduced to simply reading the anonymous
category from the memory.stat file through the CLI.

Our sampling frequency has a default value of 3 seconds, and is configurable on launch
of the monitor from the CLI. Each invocation is scheduled with a monotonic clock: the
loop records its start time, sends out the kubectl calls, and then sleeps for the remainder
of the interval. Figure shows how this holds the period across three timing cases. One
CSV row is emitted per sample, containing an ISO 8601 UTC timestamp at millisecond
precision, a sample index, the deployment and pod name, the memory snapshot fields, and
an error field. The CSV is flushed after every write so partial data survives an unexpected

interruption. This realizes [FR-R2| and [FR-R3]

The CSV schema is decided after the first successful sample, based on which categories

of memory memory.stat actually exposed. Three failure modes are caught with unique
errors: kubectl exec failure/timeout, JSON parse failure, and no running pod found.
Pod names are resolved again on every iteration by deployment-name prefix, following
the deployment itself and safeguarding against pod restarts. This realizes [FR-R4] and the

per-sample part of [FR-R5]

The monitor’s code is organized into three sections: collection, storage, and presentation,
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summary_stats()
« Parse timestamps frequency_stats()

> Stats table
load_runs_

e ESY from_registry() « Add t_seconds per

Run plot_timeseries()
enriched plot_breakdown() > Per-run figure
« Add * mib columns

. . [ DataFrame plot_frequency()
-csv files 1"]_; load_run() « Keep failed rows as

memory_logs

deployment

NaN plot_compare_
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Figure 4.3: Flow of data through the analysis layer. Two entry points in memmon.py feed
the same loading transformations, producing a Run object that branches into three paths:
statistical summaries, single-run plotting, and cross-run comparison. Outputs land back in
the notebook.

along with the main loop that manages all of them. Collection handles kubectl calls and
parses cgroup data, storage handles the writing to the CSV, and presentation prints the
live terminal table. A SIGINT handler is wired in so that manually terminated runs still

produce a clean CSV. This structure contributes to NFR-RI| because of its modular nature.

4.4.2 Workload Driver

The workload driver presents a suite of various memory stimuli actions. In total, the suite
contains 14 different stimuli: 9 of which are synthetic and targeted towards one memory
category each, and the remaining 5 utilizing real code paths in our deployed workload. All
stimuli are dispatched via kubectl exec exactly as done in the memory monitor, one at
a time. Table presents a detailed preview of all 14 stimuli and their purpose. This
component of the implementation satisfies the stimulus side of [FR-R1]

The driver emits labeled and timestamped markers to the terminal stdout at the start and
end of each stimulus, only to contribute to operator visibility during a run. Two kubectl
exec modes are available: regular argument passing for short payloads, and stdin-streamed
for scripts over approximately 4 KB, to help get around the Kubernetes API server’s
request-header size limit.

An interactive user menu is also provided through the CLI to allow the operator to
easily configure any variables such as target pod, hold time, and stimulus parameters.

More variables are changeable through CLI flags or environment variables. This satisfies

for the driver.
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# Type Stimulus Action
1 syn anon-bytearray Allocate a 200 MB bytearray
2 syn anon-pyobjects Allocate a 10-million-element Python inte-
ger list
3 syn file-cache Write and read a 300 MB file to populate
the page cache
syn slab-manyfiles Create and stat 50,000 small files
5 syn kernel-sockets Open 2000 listening TCP sockets
6 syn steady Gradual 10 MB/s allocation ramp over 60 s
12 syn sustained-hold Allocate and hold a bytearray of -hold-mb
for the duration of the run (default
800 MB)
13 syn file-pressure Drive -file-mb of page-cache demand
against the configured limit (default
900 MB)
14  syn anon-ramp Ramp anonymous memory at -ramp-mb-s
toward the -hold-mb target (default
25 MB/s)
7 app celery-image-hashes Sustained Celery image-hashing task on
the worker
8 app phash-readonly Compute perceptual hashes for N images,
no DB writes
9 app debug-sawtooth Worker tasks under Django DEBUG=True
log accumulation
10 app http-bulk-create POST /items/bulk_create write path
11  app ai-image-task End-to-end crawl: Bedrock + Search -+

PIL + Vision

Table 4.1: The fourteen stimuli implemented in the workload driver.

4.4.3 Analysis Layer

The analysis layer has two main entry points: load_run() to process one CSV, and
load_runs_from_registry() for the registry-driven set, both of which output neat data
frames. On loading, derived columns are added by our custom library memmon . py, includ-
ing per-deployment relative time and MiB conversion of every memory category. Failed
samples (marked by error strings) are replaced with NaN values, and hence kept in the
analysis instead of silently dropped. The library also provides helpers for summary and
frequency statistics, along with a small set of plotting primitives. Figure visualizes the

flow of data through the layer.
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The notebook is what actually performs analyses and inspection on single runs, and also
does cross-run comparison. The run registry runs.csv contains one row per run, is loaded
directly by load_runs_from_registry(), and can be edited by hand if necessary. This
layer realizes the metadata half of [FR-R5] the offline-only side of [NFR-R2] and reinforces

4.4.4 Walkthrough of an Experimental Run

The entire experimental pipeline is run by the operator in the following steps:

1. The operator opens two terminals and launches the memory monitor in one (against
the chosen namespace and deployments) and the memory driver in the other (pointed
at the same namespace).

2. After waiting a short while to record an idle baseline, the operator picks one stimulus
from the driver’s menu.

3. The driver prints a labeled start marker, and the monitor’s table shows the corre-
sponding memory change live.

4. When the driver outputs the end marker signaling that the run is done, the operator
stops the monitor with Ctrl+C, which triggers a flag, saves the CSV after the next
sample is read, and then terminates the monitor.

5. A row can then be manually added to runs.csv recording the workload, stimulus,
configuration, and any notes.

6. Finally, the notebook loads the new run and produces the plots and statistics that

feed into the evaluation chapter.

4.5 Summary

This chapter began by explaining the choices left open by the design from Chapter
prompting the need to make several decisions before the design could become a working
artifact. We then proceeded by surveying different options for each open choice, weighing
out their advantages and disadvantages, and choosing a suitable implementation direction.
From this direction, functional and non-functional requirements were derived that our
implementation must satisfy. All of this leads to our final implementation, MemScope,
consisting of: a memory monitor, a workload driver, and an analysis layer. The evaluation

of MemScope is presented in Chapter
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Evaluation

Main Finding 5.1 (MF5.1):
Anonymous memory, dominated by the Python heap, is the main contributor to
Ocean’s container memory, forming 72 to 90 percent of the total. Addresses

Main Finding 5.2 (MF5.2):
Anonymous memory is required for running the workload and is retained until the
process that holds it exits; the kernel cannot reclaim it. Addresses

Main Finding 5.3 (MF5.3):
File cache and a part of slab memory are reclaimable: the kernel can reclaim

them when it falls under memory pressure, so they represent temporary demand.
Addresses

Main Finding 5.4 (MF5.4):
Different monitoring tools report different values for memory usage because they
measure different memory components. The gap between MemScope and kubectl
top can be attributed to the reclaimable file cache. Addresses

Main Finding 5.5 (MF5.5):
Limits sized based on usage reported by tools always take some form of reclaimable
cache into their reservation. Depending on the operator’s chosen tools and sizing
strategy, limits can over-reserve up to 100% unused memory. Addresses [C2]

Main Finding 5.6 (MF5.6):
The boundary that decides when a container gets killed is the irreducible floor:

memory.current — file — slab reclaimable, derived from our decomposition.
When this value reaches the limit, the container is killed. Addresses [C3]

Main Finding 5.7 (MF5.7):
A limit sized based on the irreducible floor is tighter than other limits set by

existing strategies (VPA) while remaining safe for the container, resulting in less
over-reservation. Addresses

Main Finding 5.8 (MF5.8):
Savings when using the irreducible floor as a basis for the limit would scale with
the reclaimable components of memory. Addresses [C3]
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5.1 Overview

We structure this chapter around the three research questions from Section with a
section dedicated to each question, presenting the set of experiments done for it. Before
going into detail, we restate each research question and its main finding and a pointer to

where it is addressed.

e RQ1: What are the main contributors to container memory usage in
Kubernetes-managed environments? We use MemScope to decompose Ocean’s
memory usage into several components. MemScope is validated using the synthetic
stimuli from our suite before being applied to real workloads. We find three main
memory categories: anonymous, file cache, and kernel slab. The dominant memory
component is the anonymous Python heap, with 72 to 90 percent of the composi-

tion, and we find that it is retained by the kernel for processes with longer lifetimes

(Section [5.3).

e RQ2: How does memory usage differ between actual runtime consumption
and declared configurations, and what are the main contributors to this
discrepancy? We compare the gap between the aggregate number reported by
memory tools and our decomposition, and quantify the difference between declared
and actual memory usage. We find that the gap between our decomposition and
other monitoring tools stems back to reclaimable file cache. Limits set based on
these aggregate numbers can over-reserve memory by up to 100%, based on the tool

an operator uses and the strategy they use to set the limits. (Section .

¢ RQ3: What optimization strategies can be suggested to safely reduce
unnecessary memory reservations in Kubernetes-managed containerized
workloads? We derive a new value, the irreducible floor, from our decomposition
and run various experiments to show that the floor is what governs when a container
gets OOM killed. We then use the floor as a basis for setting requests and limits,
and deploy them on a real Ocean workload. We find that the newly derived limits

are safe and tighter than other limits set using tools like the Vertical Pod Autoscaler

(Section [5.5)).

We approach RQ3 in a different manner, since we make a claim that has to be backed,
unlike RQ1 and RQ2 which both simply rest on measurements and observations. The

claim we make for RQ3 is as follows: a limit set by adding a thin safety margin to the

42



5.2 Experimental Setup

irreducible floor remains safe, as an OOM Kkill only occurs when the floor itself reaches the
limit. We run four independent experiments, each targeted at a certain aspect of the claim.

Section lays out this strategy before presenting the four experiments themselves.

5.2 Experimental Setup

Section showcased the results for each research question briefly. Before discussing the
experiments behind those results, we introduce the workload we studied, the instrument
we used, and the conventions we follow in every experiment. This matters because a
number resulting from an experimental run means nothing without context. Section [5.2.1
introduces Ocean, the workload the evaluation studies, Section [5.2.2] discusses MemScope,
and Section[5.2.3|closes with the followed conventions: the stimulus suite, sampling interval,

and repetition count.

5.2.1 System Under Test (Ocean)

The workload being studied is Ocean: an Al web crawler used by Capisoft in production,
already introduced in Section All of our experiments target the worker deployment
running within Ocean, not other deployments like the Django backend or beat scheduler,
since the worker is where the memory-heavy Celery tasks run. All deployments exist in
an isolated namespace within the shared AWS EKS cluster, and are managed through
Rancher (43). Ocean ships with no memory request or limit, placing it in Kubernetes’

BestEffort QoS class (24).

5.2.2 Instrument (MemScope)

MemScope, introduced in Chapter [4] samples the cgroup v2 memory controller of Ocean’s
target pod and writes one row per sample. Each row reports memory. current and memory .max
together with a breakdown into three components: anonymous, file-backed, and kernel /slab
memory. Furthermore, each row includes the PSS-weighted breakdown of the anonymous
component. These are the components every experiment in this chapter builds on.

The memory monitor produces one CSV file per experimental run, which would record
the behavior invoked by one stimuli pushed by the memory driver. In the runs registry,
each CSV is manually linked to its corresponding declared requests and limits, the stimuli
it monitors, and other metadata. The registry entries are then used by the analysis layer

to produce plots, graphs, and structured data that this chapter uses as reference.
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5.2.3 Methodology Conventions

Every experiment in this chapter utilizes on the same stimulus library, generated by
memory_stimuli.py: nine synthetic stimuli, S1 through S6, S13, and S14 that inject one
type of memory pressure in isolation, and five stimuli that exercise Ocean’s actual applica-
tion code, including S7, S8, and S9 used throughout this chapter. Unless stated otherwise,
memory_monitor.py samples every 3 seconds; experiments that need to resolve a sharp
transition use a narrower interval instead.

We set the repetition count for each experiment independently, rather than using a
fixed count for all experiments. Each result reports its own repetition count. When fewer
iterations are run as part of an experiment, it is flagged in Section 5.6 As stated in
Section for RQ3 expected results were specified before each of the four experiments
were run. All runs are recorded in our runs registry (runs.csv), along with metadata like

targeted deployment, chosen stimulus, and declared memory configurations.

5.3 RQ1: Main Contributors to Container Memory

RQ1 seeks to find the different components of container memory. We approach this question
in two parts. Firstly, we validate the fact that MemScope attributes memory to the correct
components (Section . Secondly, we use the validated MemScope to monitor Ocean’s
worker (Section . The decomposition that MemScope produces is only trustworthy
if the instrument has been validated first.

Throughout the chapter, we track three main memory components: anonymous memory
(the process heap and other mappings not backed by a file), file-backed memory (the
page cache built up by reading and writing files), and kernel/slab memory (the kernel’s
management overhead on behalf of the container, with slab accounted within it). The
relevant difference between those components is reclaimability: the kernel can take back
clean file cache if it is under pressure, but cannot do the same with a live heap. All our

findings are stated in terms of these three components.

5.3.1 Experiment 1: Instrument Validation

The first experiment involves validating the accuracy of the memory driver and monitor
implemented as part of MemScope. We do so by injecting a known amount of memory using
the synthetic stimuli S1 through S6 from our suite, targeting one memory component in

isolation, and observing whether the monitor reports the change in the correct component
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Stimulus Target component  Observed effect Attribution

Idle baseline none reconciles within 0.3 MiB  correct

S1: anonymous mmap anonymous +191.9 MiB anonymous correct

S2: Python integers anonymous +384 MiB anonymous correct

S3: clean file read file +300 MiB file cache correct

S4: 50,000 small files file, slab ~196 MiB page cache correct, see below
S5: 2,000 idle sockets  kernel, slab +7.8 MiB slab correct, see below
S6: gradual ramp all reconciles beyond 1 GiB correct

Table 5.1: Validation results per synthetic stimulus. Each injected delta landed in the

component it targeted.

and shows the correct delta. We ran each stimulus three times using the default 3 second
sampling interval.

In every case, the injected memory landed in the correct component, and the monitor
reported the change as expected. Table summarizes the results. Moreover, the moni-
tor’s PSS-weighted breakdown of anonymous memory into heap, stack, mmap, and other
categories agrees with what the kernel reports for anonymous memory within 5 MiB for
98.7% of samples when summed up as shown in Figure [5.1

When using S4 to write 50,000 small files , we observe a memory increase of 196 MiB
even though the files themselves take up much less. That is because the page cache can
only allocate 4 KiB pages, and each file gets a full 4 KiB page even if its raw size is smaller.
Moreover, when using S5 to open 2,000 idle sockets, we observe an increase of 7.8 MiB in
the slab category, not the dedicated socket statistics. That is because idle listeners like
what S5 opens hold kernel data structures which would classify as usage under the slab

category, while the socket statistics track send and receive buffers.

5.3.2 Experiment 2: Decomposition of Ocean’s Memory

We point MemScope at the worker and let Ocean’s own code generate memory pressure.
We use three stimuli from our suite: S7 drives a sustained image hashing batch through
the Celery worker, S8 performs the same hashing inside a short-lived helper process, and
a 2.4 hour trace records the worker with no stimulus at all. A fourth run, S9, produced a
negative result and is discussed at the end of this section.

The composition of S7 at its peak is shown in Figure [5.2a] drawn from the full run in
Figure [5.2b] The total memory usage is 1292 MiB, divided as follows: 72% anonymous

45



5. EVALUATION

1600 1 : o
1400 7 /,//’
1200 A . 7
— L ,"
2} et
= 10001 ol
: A
-}
» 800+
(/2]
Q.
£
< 600 - ¢
400 7.
e ;
2001 // ---' exact agreement (y = x)
s ®  within 5 MiB (98.7%)
g ® beyond +5 MiB (1.3%)
0+~ T T T T y v y y
0 200 400 600 800 1000 1200 1400 1600

kernel anon (MiB)

Figure 5.1: Instrument validation across every recorded run: MemScope’s summed per-
process anonymous breakdown plotted against the kernel’s own anonymous accounting, one
point per sample. Of 11,947 samples, 98.7% agree within 5 MiB of exact agreement.

memory, 24% file cache, and 3.6% kernel/slab memory, with 3.3% of that being slab specif-
ically. The breakdown is presented in terms of fractions of memory.current and does not
form a clean partition, because the kernel counts slab inside kernel memory and some cat-
egories fall outside the three main components. Across all three runs, anonymous memory
takes up 72% to 90% of the total. The heap dominates regardless of what else changes
between runs.

Composition alone does not tell us which component to worry about; retention does.
During S7 the worker’s anonymous heap climbs from 465 to 894 MiB and stays there after
the batch completes: the long-lived Celery process holds on to every page its Python heap
ever grew to. S8 performs the same hashing work in a process that exits when done, and
its roughly 336 MiB of anonymous memory is returned in full (Figure . The same
operation is cheap or expensive depending on the lifetime of the process that runs it.

The 2.4 hour trace backs the same results without needing to inject any workload. The
trace shows one pod restart at roughly 51 minutes, shown by a brief drop to 33 MiB.
Excluding the pod restart, the memory usage range falls between 550 and 1008 MiB.
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Figure 5.2: Decomposition of the worker’s memory under S7: (a) the composition at the
peak sample, 1292 MiB split into 72.1% anonymous memory, 24.2% file cache, and 3.6% kernel
memory, of which slab accounts for 3.3% of the total; (b) the full run that peak was drawn
from, with the peak marked.

Most of the change that occurs in memory usage throughout the entire trace is caused by
the file cache moving, since it builds up during crawling activity and gets dropped later
(Figure . The anonymous memory category moves a lot less (191 MiB), in comparison
to the full delta (458 MiB). This tells us that the total usage itself is a noisy signal, while
the retained heap underneath it is more steady.

S9 attempted to reproduce a known Django failure mode: with DEBUG=True, Django
records every database query in memory, which should produce a slow sawtooth of anony-
mous growth. No sawtooth appeared. The explanation is simple: the worker runs with
DEBUG=False, so there is nothing to record. We report this as a bounded negative result
rather than a failed experiment: the stimulus ran and measured cleanly, the effect it was

meant to target is not present in our configuration.
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Figure 5.3: Retention contrast between S7 and S8: the long-lived worker holds its heap after

the batch completes, the short-lived process returns it in full.

5.3.3 RQ1 Summary

The answer to RQ1 after studying Ocean is as follows: 72 to 90% of a container’s memory
is composed of the live Python heap, which falls under the anonymous category. It is
also the only component that the kernel keeps as long as the process that holds it lives.
File cache is the second largest component, but it is temporary. These findings are the
result of the decomposition produced by MemScope, and the tool’s accuracy was verified
in Section[5.3.1] The decomposition, findings, and MemScope deliver contributions C1 and
C4, and Section [5.4] goes on to investigate the over-reservation gap.

Looking at what components can be reclaimed, we can gauge how flexible the worker’s
memory is. The live Python heap dominates the rest of the components, and it cannot be
reclaimed by the kernel. Experiment 2 also showed that the worker does not release it, but
rather retains it. On the other hand, the file cache, which forms roughly a quarter of the
composition, can be reclaimed by the kernel under pressure with no effect on the process.
In conclusion, roughly three quarters of what the composition shows is irreducible, while

the rest is reclaimable. RQ2 uses this split and builds on it.

5.4 RQ2: Runtime Consumption vs Declared Configuration

RQ2 investigates the difference between what a container’s actual memory usage and what

was declared for it. Since Ocean does not declare requests and limits, we approach the
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Figure 5.4: 2.4 hour unstimulated trace of the worker: the total oscillates with file cache
while the retained anonymous portion moves far less. The brief drop at roughly 51 minutes is

a pod restart, excluded from the reported range.

question as follows: First, we compare what standard memory monitoring tools report for
container usage against the raw needs of the container in Section Second, we explore
the requests and limits an operator could set and compare them to what a container would

use in practice in Section [5.4.2] allowing us to quantify the over-reservation gap.

5.4.1 Experiment 3: Runtime vs Aggregate Tools

The source of the values an operator would use to set requests and limits is kubectl top.
Our experiment aims to investigate the number reported by kubectl top for memory
usage by running S8: the image hashing stimulus. We ran S8 at 200 images per batch
across three different repetitions, while capturing numbers reported by kubectl top and
MemScope simultaneously.

We observe that the two reported numbers do not match, and that the difference between
them is consistent. At peak usage, the cgroup’s memory.current reached 1060 MiB while
kubectl top reported 920 MiB. We can attribute the gap between the values to the fact
that they report different measures of memory: kubectl top reports the working set,
which equals memory. current (what MemScope reports) minus the inactive file cache. If
we recompute the working set from MemScope’s decomposition we get 940 MiB, which
falls within roughly 2% of what kubectl top showed.

The 140 MiB difference between the reported numbers is the cold file cache: memory

the container is charged for but that the kernel considers reclaimable and the working set
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therefore hides. An operator looking at the 920 MiB reported by kubectl top would not
be able to tell whether the memory is all live heap, or 700 MiB of heap hidden under a
cold file cache. Each of these cases requires different configurations, given that the kernel

uses memory . current to decide if a container gets OOM-killed for exceeding its limit.

5.4.2 Experiment 4: Over-Reservation Quantification

After establishing that the cgroup charges a different amount of memory to a container
than what is reported by monitoring tools, the follow-up question is what this costs when
the number is turned into configuration. We use a quantity that was newly exposed by
MemScope’s decomposition: the floor, memory. current minus file cache minus reclaimable
slab. The floor represents the portion of a container’s memory that the kernel cannot
reclaim. Using the same trace as in Experiment 3, we observe that the floor equals 875
MiB at the container’s peak usage.

The operator can set limits using a number of different strategies. We compare three
different strategies as part of this experiment, all of which use the same basis for setting
limits, the working_set, because it is the only signal the standard tools expose. Using
a memory trace produced by running S8, we note that the working_ set at peak usage
reaches 906 MiB. The first limit applies the Vertical Pod Autoscaler’s default 15% safety
margin (34) to the working_set, giving 1042 MiB. The second uses a 50% safety margin,
giving 1359 MiB. The third doubles it, giving 1812 MiB.

Figure[5.5 visualizes the resulting limits, all strategies reserve well more than the working_set
they are based on. The working_set already contains a portion of reclaimable memory
that the kernel can take back and reuse under pressure. The operator setting the limits
would not be aware of this fact, since the aggregate they see would hide it. This is where
the floor would come in, as it strips memory.current of all reclaimable portions, making

it more suitable as a basis for setting limits.

5.4.3 RQ2 Summary

The gap RQ2 aimed to investigate has two layers. First, standard monitoring tools like
kubectl top report the working_set, which holds a reclaimable cache, and is not what
the kernel uses to enforce memory limits. Second, strategies that use the working_set as
a basis for setting limits can over-reserve by 15 to 100% depending on the safety margin
used, and they pad an already inflated number. MemScope’s decomposition exposes the

floor, which strips what the cgroup reports through memory.current as the full charge
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Figure 5.5: Declared limits per strategy against the peak working_set of 906 MiB, the
signal every strategy pads.

from any reclaimable fractions, and is a better suited signal for setting limits than the
working_set. This delivers contribution C2, what remains is to show what an operator

stands to gain by using the floor as a basis when setting limits.

5.5 RQ3: Optimization Strategies

RQ3 asks if there are any strategies to be followed that would allow the gap from RQ2
to be closed without risking a container being OOM killed. In other words, can we set
tighter limits based on the findings we have uncovered. As shown previously, limits are
set by operators and existing solutions like the Vertical Pod Autoscaler (VPA) (34) using
values reported by tools like kubectl top, which reports the working_set. However, a
limit set using the measured floor plus a thin margin would also be safe, because the
kernel reclaims reclaimable memory under pressure instead of killing. This rests on the
fact that an OOM Kkill occurs if and only if the floor exceeds the limit. Not working_set,
not memory.current.

To back our claim we carry out four different experiments, each answering one question:
does composition decide outcomes, what mechanism absorbs memory pressure, where ex-
actly is the Kkill line, and does it hold on the real workload. The expected outcome of

each experiment is therefore fixed before running it. One scope note: VPA could not be
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Figure 5.6: Two arms against the same 700 MiB limit: the file arm pins just below the limit
and survives, the anonymous arm is OOM Kkilled.

deployed due to difficulties in gaining the required permissions in the Ocean cluster, so it

appears as emulated context only.

5.5.1 Experiment 5: Same Limit, Opposite Outcomes (Phenomenon)

This experiment sets the same fixed 700 MiB limit on our worker deployment. We apply
memory pressure on the worker using two arms: the first using S3 and filling 1 GiB
of reclaimable file cache targeting the file category, and the second allocating 1 GiB of
Python objects targeting the anonymous category. Same limit, same demand, different
components. Each arm underwent three repetitions to ensure a reliable result.

For the file arm we saw no OOM Kkills, memory.current rises and pins at 699.8 MiB,
just short of the 700 MiB limit. On the other hand, we observe OOM kills when using
the anonymous arm through all three repetitions. Figure [5.6] shows both outcomes side
by side. Even though the limits were identical, the composition of memory decided what
containers got OOM-killed.

Having only run three repetitions per arm, the ratio between survives and kills does not
rule out chance. However, the evidence sits in the nature of the observed numbers, not the
counts. For the file arm, memory.current reached and settled at a maximum of exactly
699.8 MiB during every single run, which matches the 700 MiB limit. Three identical
observations show us the kernel’s reclaim mechanism acting in practice. Therefore, we use
the results of this experiment only to show that the kernel does in fact reclaim memory.

The result also raises the question this section answers next: the file arm demanded

1 GiB against a 700 MiB limit, so roughly 300 MiB of excess demand was absorbed by
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Figure 5.7: Direct reclaim under a fixed 700 MiB limit: pgsteal_direct climbs mono-
tonically with file-cache demand while pgsteal_kswapd stays at zero and memory.current

remains pinned at the limit.

something. Section [5.5.2] catches that something in the act.

5.5.2 Experiment 6: Reclaim Caught in the Act (Mechanism)

This experiment also uses a 700 MiB limit. However, the file-cache demand is swept this
time not fixed, we allocate 1.2x, 1.5x, and 2x the limit. We carry out one repetition per each
level, our signal is a dose response shape across the different levels and not the repetition
within each level. We are interested in monitoring two main variables, the reclaim counters
in memory.stat: pgsteal_direct and pgsteal_kswapd.

We observe, as expected, that memory.current gets pinned at the 700 MiB limit across
all 3 levels, the file component caps near 199 MiB. Most notably, pgsteal_direct in-
creases monotonically with the demand: 1.03M pages at 1.2x up to 1.74M at 2.0x, while
pgsteal_kswapd stays at zero throughout and no OOM Kkills were observed even at double
the limit. Figure shows all three signals across the sweep.

We can now safely say that the absorption of memory observed in Experiment 5 was a
result of direct reclaim. When the cgroup’s memory usage reaches its limit, it reclaims
its own file cache. We confirm that node pressure played no role in the reclaim from the
observation that pgsteal_kswapd remained at zero, which is precisely why pressure in the
form of reclaimable memory cannot cause an OOM-kill on its own. When the kernel’s
memory reaches its limit, it will attempt to reclaim file cache and all other reclaimable
portions, until there are none left, before deciding to terminate. The question is no longer
whether a container dies at its limit, but at what point the part that cannot be reclaimed

runs into the limit, which is what Experiment 7 investigates.
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Figure 5.8: Limit sweep against a fixed anonymous ramp demanding a floor of roughly 840
MiB. Limits of 700 and 800 MiB are OOM killed with the floor at death tracking the limit;
limits of 900, 1000, and 1100 MiB survive and converge on the same floor.

5.5.3 Experiment 7: The OOM Line Sits at the Floor (Law)

Unlike Experiments 5 and 6, this experiment follows an inverted strategy. The demand
inflicted on the worker pod will be fixed, the limit will be varied. The stimulus used to
push the demand is S14: a slow anonymous ramp that demands a floor of roughly 840
MiB, targeting the anonymous category because as proven by Experiment 6, anonymous
memory is what cannot be reclaimed. The limit is set at the following levels: 700, 800, 900,
1000, and 1100 MiB, with one run per level. We expect to observe OOM Kkills whenever
the limit sits under the demanded floor, whereas every limit set above it survives. For each
kill, the floor measured at the moment of death should equal the limit.

We observe, as expected, that both limits set under the demanded floor at 700 and 800
MiB experience an OOM Kkill. The floor at the last sample before the kill was reported at
684 and 774 MiB respectively, each just under its predefined limit. On the other hand,
limits set at 900, 1000, and 1100 MiB all survive. The floor converges to around 845 MiB
during every level, regardless of how much extra headroom the limit leaves. All 5 levels
showed results that matched our expectations. Figure |5.8 shows the sweep.

From these results, we can tell that the kill /survive boundary falls between 800 and 900
MiB, exactly where the demanded floor that our memory driver pushes (roughly 840 MiB)

sits. No other quantity predicts this boundary, memory. current and demand exceed every
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limit in the sweep, yet only the two runs showed an OOM Kkill.

Furthermore, we saw that the floor just before the worker pods were killed sat exactly
below the limit set for the respective run (684 vs 700, 774 vs 800), not at the expected
demand of roughly 840 MiB. The ramp was killed on its way up, precisely when the
irreducible fraction hit the limit.

Lastly, we note that during the surviving runs the floor settled at the same value, around
845 MiB, regardless of the limit set. Once the limit sits clearly above the floor extra head-
room gets us nothing, the worker will simply use what it needs. All in all, the observations
of the kill below the floor, safety above it, and the boundary being at the floor itself, all
quantify the claim made at the beginning of this section: an OOM kill occurs if and only if
the floor exceeds the limit. The law here was established on a synthetic memory demand

ramp, Experiment 8 investigates how it would apply to a real workload.

5.5.4 Experiment 8: Real-Workload Payoff

Now that we know the kill /survive boundary for a worker pod, the limit is no longer an
experimental value, it is derived from the data: at every sample, the limit is the floor times
a 1.10 margin. This experiment evaluates this limit on the workload pushed by the stimulus
S8, which is a real image hashing workload that processes 200 images, repeated five times.
At every sample of the recorded trace we compute two candidate limits, ours (floor times
1.10) and a VPA-equivalent (working_set times 1.15, applying VPA’s default 15% safety
margin to the signal the standard tools expose (34))), and compare both against what the
workload actually held. We predict that the derived limit stays above memory.current’s
irreducible fraction at all times, and would therefore result in no OOM Kkills.

As expected, we observe that the calculated limit (shown as the green line above the
current load in Figure sits above the irreducible floor always. Across all five repetitions
the headroom between the floor and our limit never touches zero: not at the ramp, not
at the peak, not during release. The workload ran to completion every time with zero
OOM Kkills, which is exactly what the law predicts when the floor never crosses the limit.
The VPA-equivalent line sits visibly higher throughout; the shaded band between them
is reservation that was never needed. The derived limit achieved a 9% more efficient
reservation strategy than the VPA equivalent, at the same zero kills.

We can now apply our newly derived limit to a real workload trace dynamically, over
every sample. The floor-based limit should be safe by construction, since it simply follows
the floor around wherever it goes. Our floor-based limit also leads us to an explanation

behind VPA’s extra reservation, since VPA watches the working_set which still contains
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Figure 5.9: The real S8 workload against two per-sample derived limits: ours (floor times
1.10) and the VPA-equivalent (working_set times 1.15). The shaded band between them is

reservation the workload never needed.

reclaimable memory, so it pads memory the kernel was already going to reclaim. Since
the floor has no reclaimable portions, the new limit rids the operator of this problem, and
provides better utilization than VPA. This experiment completes the chain we have used

to back our claim that answers RQ3.

5.5.5 Configuration Recommendation: Request vs Limit

Our findings until now translate into a concrete configuration recommendation for the
worker: a request sized from observed working_set, and a limit sized from the floor plus
a thin margin. The decision to set the limit based on our derived floor is backed by the
experiments carried out regarding RQ3, as they show that the limit is what governs the
kernel’s OOM decision. For the request, the justification is outside the scope of the limit:
the request determines the pod’s QoS class, and QoS class decides eviction order when
the node itself comes under memory pressure (24). In other words, a pod can die in two
different ways, and each way is decided by its own number: the limit is what protects the
pod from the kernel, and the request is what protects it from the scheduler.

Ocean declares no requests and limits in production, and so is placed in the BestEffort
QoS class by Kubernetes. If the scheduler were to need to evict a pod, those classified as
BestEffort would be first in line. During our experiments, we observed this live by seeing
an Ocean pod get evicted when the node fell under pressure, with a message stating that

the request declared for that pod was zero. If an operator declares a request and a limit
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based on our sizing strategy, the pod would be reclassified as Burstable. This prevents
the pod from being the first victim in case of node pressure. If an operator would only
set the limit and leave the request, the pod will be safe from OOM kills, but will remain

threatened by eviction through the scheduler, which is why we recommend setting both.

5.5.6 Scope: Savings Scale with Reclaimable Fraction

The savings that result from our configuration recommendation are as big as the re-
claimable fraction that the memory decomposition exposes. The gap between what mon-
itoring tools report and the irreducible floor is what we end up saving. Ocean is very
heavy on anonymous memory, and so the 9% savings shown in Experiment 8 are quite
modest. These savings can grow when we are dealing with cache heavy workloads, which
were shown synthetically in Experiments 5 and 6 but not measured on a production de-
ployment. The percentage is therefore a property of the workload and its nature, not of
the chosen strategy. When savings are small the value is diagnostic: the decomposition
identified the heap as the holder and the long-lived worker as the reason (RQ1), pointing
the real fix at the application, which no configuration tuning delivers. This is what the
decomposition adds beyond a tighter number: it does not just size the container, it tells
us where the memory went and who is keeping it. Chapter [7] picks this up when framing

our third contribution.

5.5.7 RQ3 Summary

We found that an operator can set tighter limits while still keeping the container safe from
an OOM Kkill, given that the limit is calculated using the right values. We claimed that an
OOM kill was decided by the irreducible floor, and we carried four experiments to support
that claim. Experiment 5 showed that equal magnitudes of memory pressure behave dif-
ferently based on their composition. Experiment 6 demonstrated the reclaim mechanism
in real time. Experiment 7 demonstrated that the kill boundary was approximately at the
floor. We applied the new rule to a real workload as part of Experiment 8, and the limit
calculated using the irreducible floor remained safe through the emulation and reserved
9% less than the VPA-equivalent.

These findings translate into a recommendation with two numbers, not one. The limit,
sized at the floor plus a thin margin, closes the OOM exposure; the request, sized from

the observed working_set, closes the eviction exposure by lifting the worker out of the
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BestEffort class. How much the tighter limit saves depends on the workload: on anon-
heavy Ocean the configuration gain is modest, and the decisive value is diagnostic, the
decomposition points the real fix at the application rather than the config. Together, this
answers RQ3 and delivers our third contribution. What remains is an honest account of

where these results are limited, which Section provides.

5.6 Limitations

The results of this chapter hold, but they hold within bounds. This section states those
bounds explicitly.

When in some experiments runs are expensive, our repetition counts are smaller. For
example, Experiments 6 and 7 run only 1 repetition per level. For those experiments,
resulting values usually get their strength from their nature rather than their repetition
counts. To elaborate, we saw a linear increase in the reclaim values proportional to the
applied memory pressure in Experiment 6, while memory.current converged to the same
values throughout all levels in Experiment 7. The repetition count won’t increase the
validity of these facts. In the future, running at least 5 repetitions for each relevant
Experiment would let the contrast carry conventional statistics on its own (44]).

All of our measurements target the same workload, Ocean’s worker, which is an anon-
heavy application. The large-reclaimable regime where the savings are more significant
than the shown 9% was only shown with synthetic stimuli, never on a production cache-
heavy service. This means the 9% figure does not generalize to other workloads of a
different nature than Ocean’s worker.

In Experiment 7, at a 1 second sampling against a ramp of roughly 20 MB per second,
the last sample before a kill sits up to one interval below the true kill point; this is why
the floor reads at about 20 MiB under the limit before the container gets killed (684 vs
700, 774 vs 800). While this does not threaten the law’s direction, it sets a bound on how
accurately we can report a floor-at-kill value.

The VPA comparison in this chapter is emulated, not deployed. Installing the VPA
requires cluster-admin privileges, which the shared cluster does not grant us. We instead
computed its recommendation from our own traces using its default sizing parameters: a
high-percentile usage target plus the default 15% safety margin (34). This is why VPA
appears as context throughout the chapter, our proof never depends on it.

Lastly, all experiments were run on a shared EKS cluster hosting production deploy-

ments, and faced real and unexpected disturbances: node failures, a namespace-wide scale

o8



5.7 Summary

to zero, transient kubectl exec outages, and one live eviction. We also could not moni-
tor node-level memory due to the lack of permissions. These disturbances are taken into
account as part of our run registry, runs that happened at the same time as a node event
were excluded and the one pod restart that survived into a reported trace is disclosed in
Section 5.3.2

5.7 Summary

This chapter set out to answer the three research questions posed in Chapter [I} and each
received an answer. For RQ1, the memory of Ocean’s worker is dominated by anonymous
memory, the Python heap, at 72 to 90% of the total, and it is the only component that
is retained rather than recycled: the long-lived Celery process holds every page its heap
ever grew to, while file cache comes and goes with crawling activity. These findings rest on
an instrument we validated first, injecting known amounts into one component at a time
and confirming that every change landed where it should. The decomposition is therefore
evidence, and it delivers contributions C1 and C4.

For RQ2, the discrepancy between what is reported and what is actually held has two
layers. The visibility layer: tools like kubectl top report the working_set, which hides
reclaimable cache, while the kernel enforces limits against the full charge. The configu-
ration layer: strategies built on the visible number over-reserve relative to the measured
floor, because they pad a value that is already inflated. The decomposition separates
the reclaimable from the irreducible and bases the configuration off the latter, which is
contribution C2.

For RQ3, we showed that the gap can be reduced safely. We claimed that an OOM Kkill
occurs if and only if the floor exceeds the limit, fixed the expected outcomes in advance,
and backed the claim four independent ways in Experiments 5 through 8: composition
decides survival at an identical limit, direct reclaim is the mechanism that absorbs the
pressure, the kill boundary sits exactly at the floor, and a floor-derived limit follows the
real workload with zero kills at 9% less reservation than the VPA-equivalent. The resulting
recommendation carries two numbers, a limit against the kernel and a request against the
scheduler, and delivers contribution C3. On anon-heavy Ocean the configuration gain is
modest and the diagnostic value is the larger prize: the decomposition tells us where the
memory went and who is keeping it. Chapter [7] returns to these answers and places them

next to our contributions.
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Related Work

In Chapter [3] we presented a design for the pipeline, Chapter [4 realized the pipeline as
MemScope, and Chapter [f|evaluated and answered our research questions using MemScope.
These results establish what MemScope does, but not where it sits relative to existing work.
This chapter discusses the position of this thesis against the state of the art across the areas
it touches, and states what we do differently for each area.

Section surveys memory monitoring and characterization, Section [6.2] discusses re-
source right-sizing and over-reservation, and Section [6.3]explores workload characterization.

The chapter concludes with a summary in Section [6.4]

6.1 Memory Monitoring and Characterization

Existing tools for monitoring container memory include cAdvisor, Prometheus, node ex-
porter, metrics-server, kubectl top, and many more. As stated before, these tools all read
cgroup files but expose one aggregate memory figure per container, resulting in a low res-
olution. Frameworks like Monintainer have improved portability and extensibility across
orchestrators, but keep the same single-value granularity (35)). Detailed or multi-layer con-
tainer monitoring is a known gap in the survey literature, without an existing solution
(45). Studies on the kernel level and others regarding container overhead treat memory
as an aggregate or examine it on benchmarks. Some works do provide a characterization
of memory past a single number. Google’s far-memory system separates cold from hot
memory across their fleet and reclaims the cold portion by compressing it (46]). This is
similar to the difference we found between reclaimable and irreducible portions of memory,
with the distinction that it operates at the fleet and OS level, leaving an operator with
no breakdown of container memory. The question of how an operator should size a single
container’s requests and limits remains open.

None of the previously stated works break down the single container-level reported value
into its underlying cgroup constituents; the composition remains hidden. MemScope ad-

versely reads memory . stat directly and provides a component-level decomposition (anony-
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mous, file, slab, kernel) in the form of time series data, at seconds resolution. This de-
composition leads to the approach of separating the reclaimable part from the irreducible
floor, which a reported aggregate could not have led to. Moreover, MemScope achieves this
without needing cluster-admin privileges and without in-pod dependencies, unlike other
monitoring frameworks. In plain terms, no surveyed tool provides the per-component view

this thesis relies on.

6.2 Resource Right-Sizing and Over-Reservation

The most notable existing right-sizing solution is Kubernetes’ own Vertical Pod Autoscaler
(VPA), which recommends memory requests from a working-set histogram over time and
adds a safety margin on top of it (34). Another approach is seen with Google Autopilot,
which uses the same shape at a production level: exponentially-decayed usage samples,
a high percentile, a safety margin (47). The motivation behind Autopilot is the same
as MemScope, operators over-reserve out of caution, which is wasteful at a large scale.
Microsoft’s Resource Central takes the same route at the provider level, predicting future
usage from historical telemetry to reclaim over-reserved capacity (48]). All three size the
limit from an aggregate.

The field is extended into another area with research autoscalers that share the same
aggregate signal. EVMMv2 reacts to memory pressure by suspending and checkpointing
containers in priority order rather than setting a static limit, but its priority and scaling
math are still based on aggregate usage ratios (49). Another approach from Gwydion
changes container replica count through reinforcement learning and deliberately avoids
vertical memory resizing, yet also still observes aggregate memory per deployment (50).
This tells us that the blindness resulting from the lack of memory composition is not
specific to static recommenders; reactive and learning-based approaches operate on it too.

Industry data suggests very high memory over-reservation at the production scale (8} 22).
Academic traces also support this statement, with the average cluster memory usage being
near 50%, allocations above 80% (51, 52, 53). The over-reservation gap exists, but is
not explained at the component level. We decompose container memory and separate
reclaimable file cache from the irreducible floor, allowing us to derive tighter limits based

on our decomposition.
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6.3 Workload Memory Characterization and Working-Set Es-

timation

Previous work investigates and characterizes how real cloud workloads reserve and actually
use resources like memory, CPU, and disk, profiling declared versus actual usage (54)). A
different field of study investigates an approach that estimates a VM’s working-set size
so that only unused memory is reclaimed, with the goal of pinpointing the reclaimable
boundary of the virtual machine (55). A third field looks at cgroup memory behavior
directly, studying the performance pitfalls that arise from how cgroups account for and
reclaim memory (9)).

All of the aforementioned approaches target either the aggregate level (per-resource usage
statistics) or a single-boundary level (one working-set number for the whole VM). None of
them decomposes container memory into its underlying components like what MemScope
does. While working-set estimation does yield one reclaimable figure, MemScope allows
us to attribute this figure to cgroup components, resulting in the derivation of the irre-
ducible floor, which tells us more than a singular boundary does. The component-level

decomposition of container memory is the gap this thesis fills.

6.4 Summary of Related Work

We surveyed other works across areas like monitoring, characterization, right-sizing, and
utilization. All works share the one flaw: dealing with container memory as a single
aggregate figure. Without a clearer picture and a decomposition of container memory,
the reservation gap can be measured but not explained or tightened. This aggregate is
broken down by MemScope, which by doing so makes over-reservation go from a fact to

an actionable target.
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Conclusion

We have known throughout this thesis that Kubernetes exposes a container’s memory as
a single aggregate number, and that operators therefore lack visibility when it comes to
what that number consists of. Due to this knowledge gap, operators usually set requests
and limits through guesswork with safety margins that are meant to prevent a container
from getting killed, which results in the over-reservation of memory resources. Nobody
has measured how far declared configurations are from actual usage, and explored what
the cause of that gap is. Furthermore, no data-driven container resource sizing guidelines
exist, and no instrument has been made to specifically investigate this issue. These gaps
all brought up the research questions in Section [I.2]

This thesis aimed to answer these research questions, and did so in the following manner:
Chapter [3] designed the missing memory monitoring pipeline, Chapter [4] implemented it as
MemScope, and Chapter [5| used it to run the experiments on the deployment under study
(Ocean). Our experiments studied a real production workload, on a shared EKS cluster,

and our tool required no deployment changes or cluster admin permissions.

7.1 Answering Research Questions

This section states the answers to each research question in the order they were posed.
Answers are stated plainly and concretely, with pointers to evidence chapters and numbers

where the questions are quantitative. Full experimental details were stated in Chapter [5]

RQ1: What are the main contributors to container memory usage in
Kubernetes-managed environments?

To address RQ1, we use MemScope to monitor and analyze the memory of Ocean. We
observe three main components after decomposing container memory: anonymous memory,
file cache, and kernel/slab memory. Anonymous memory is composed of the running
program’s live data (heap, stack, mmap), file cache represents any pages the program read

from the disk and stores for faster access, while kernel/slab memory houses the kernel’s
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management overhead (socket structs, kernel stacks, etc.). The dominant contributor in
the case of Ocean is the Python heap, taking up 72 to 90 percent of the container’s memory.
The main variable component is the file cache, and the kernel and slab are minor and stable.
This decomposition allows us to know whether a fix for decreasing memory use belongs in

the application itself or the configuration.

Main Finding 5.1 (MF5.1): Anonymous memory, dominated by the Python heap, is
the main contributor to Ocean’s container memory, accounting for 72 to 90 percent of the

total.

Main Finding 5.2 (MF5.2): Anonymous memory is required for running the workload

and is retained until the process that holds it exits, the kernel cannot reclaim it.

Main Finding 5.3 (MF5.3): File cache and a part of slab memory are reclaimable: the
kernel can reclaim them when it falls under memory pressure, so they represent temporary

demand.

RQ2: How does memory usage differ between actual runtime consump-
tion and declared configurations, and what are the main contributors to
this gap?

To address RQ2, we investigate the gap between the reported memory usage of MemScope
and other monitoring tools on the same workload, and use the result to attribute the
over-reservation gap to certain components. After comparing both values, we find that the
difference between the memory usage reported by MemScope and kubectl top equals the
file cache. A limit set by an operator based on what current tools report can over-reserve up
to 100%, depending on the safety margin and monitoring tool that the operator uses. We
further observe that monitoring tools disagree because they report varying components; any
limit sized based on the working set or memory . current includes some form of reclaimable

memory in its reservation.

Main Finding 5.4 (MF5.4): Different monitoring tools report different values for mem-
ory usage because they measure different memory components. The gap between Mem-

Scope and kubectl top can be attributed to the reclaimable file cache.

Main Finding 5.5 (MF5.5): Limits sized based on usage reported by tools always take
some form of reclaimable cache into their reservation. Depending on the operator’s chosen

tools and sizing strategy, limits can over-reserve up to 100% unused memory.
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RQ3: What optimization strategies can be suggested to safely reduce
unnecessary memory reservations in Kubernetes-managed containerized

workloads?

To address RQ3, we derive a new value using our memory decomposition, the irreducible
floor, with the formula: memory.current — file — slab reclaimable. The irreducible floor
is what actually governs the kernel’s decision to kill a container; we use it to derive tighter
limits. Multiple experiments targeted towards finding the real boundary that decides when
a container would be OOM killed showed us that it is when the irreducible floor reaches the
container’s limit that it is killed. The irreducible floor is also consistently lower than the
working set, as it takes away all reclaimable components from memory. current. Emulating
a limit sized for a real Ocean workload based on the newly derived value with a 10% safety
margin proved a 9% saving when compared to what the Vertical Pod Autoscaler reserves
(working set + 15%), while still being safe. The savings are modest on Ocean since
it is an anonymous memory heavy workload, but the method replaces guesswork with

measurement, and savings scale with the reclaimable fraction.

Main Finding 5.6 (MF5.6): The boundary that decides when a container gets OOM
killed is the irreducible floor: memory.current — file — slab reclaimable, derived from our

decomposition. When this value reaches the limit, the container is killed.

Main Finding 5.7 (MF5.7): A limit sized based on the irreducible floor is tighter
than other limits set by existing strategies (VPA) while remaining safe for the container,

resulting in less over-reservation.

Main Finding 5.8 (MF5.8): Savings when using the irreducible floor as a basis for the

limit would scale with the reclaimable components of memory.

7.2 Main Contributions

Through answering the research questions, we deliver four contributions as stated in Sec-

tion [[.4t
e C1 (Empirical): We delivered a decomposition of the underlying components of

container memory through direct cgroup access, evaluated on a real production work-

load.
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e C2 (Empirical): We quantified the existing over-reservation gap between declared
and actual memory usage, and attributed it to specific memory components, mainly

the reclaimable file cache.

e C3 (Conceptual): We suggest a sizing method for requests and limits based on a
newly derived value, the irreducible floor. The method allows for tighter limits that
remain safe from OOM kills when deployed. This contribution was held open in the

introduction, but is now concrete.

e C4 (Technical): We implemented MemScope, a lightweight cgroup-level memory
monitoring tool that provides a time-series breakdown of memory components and

requires no cluster-admin privileges or deployment changes to run.

Together, the conceptual and technical contributions make limit sizing data-driven rather

than guess-based.

7.3 Summary and Future Work

Previously, setting requests and limits for Kubernetes containers was guess-based and based
on a single aggregate number. This resulted in a systematic over-reservation of memory
across Kubernetes clusters, which is very wasteful of resources and has environmental,
performance, and cost effects.

We built MemScope to monitor memory and provide a time-series decomposition by
reading directly from the cgroup files inside a pod. The decomposition on Ocean showed
us that the anonymous Python heap dominated the other components, and that file cache
and a portion of slab memory are both reclaimable under memory pressure. We used this
decomposition to look further into the known gap between declared memory and actual
usage; we found that different monitoring tools report different values for usage since they
measure different components, and attributed the gap to this difference which mainly con-
sists of reclaimable file cache. Setting limits based on these reported values always caused
over-reservation since it took into account these reclaimable components. Therefore, we
derive the irreducible floor, a value describing memory clear of any reclaimable compo-
nents. We have deduced that using the irreducible floor to set requests and limits gives us
safe and tight results that reduce over-reservation by a quantity dependent on the nature of
the running application. The conditions and limitations bounding our results are discussed
in Section 5.6
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Our results leave room for several discussions. Other kinds of cache-heavy and mixed
workloads would behave differently using our limits, and would harness varying amounts
of savings; experiments need to be run using these workloads that might suggest alteration
to the guides we have set. Moreover, emulating this limit proved that it would be safe, yet
a natural continuation would be making a recommender that would feed the newly derived
limits into a VPA-style controller, turning a manual analysis into an operational observa-
tion. Longer windows of observation on running workloads would also be interesting, as
we would be able to record and catch long-horizon or seasonal behavior that we were not
able to see with our Ocean deployments. Lastly, the environment we ran our experiments
in along with many existing environments did not have swap enabled, which is the rea-
son behind anonymous memory not being reclaimable. Running more experiments where
there is a reclaim path for anonymous memory would require revisiting the definition of
our irreducible floor.

We turned one aggregate number into its constituent parts, and setting requests and

limits became a measurement not a guess.
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Appendix A
Reproducibility

A.1 Abstract

MemScope bundles four artifacts together: a cgroup-level memory monitor, a stimulus
driver, an analysis library, and the recorded memory logs behind all figures from Chapter [}
The memory monitor can be used on any Kubernetes cluster without any deployment
changes or cluster-admin privileges, and the recorded traces can be used to reproduce
the full analysis. However, experimental runs specific to Ocean code paths cannot be
reproduced externally using other workloads.

The memory monitor reads four inputs: memory.current, memory.max, the full memory.stat
fields, and a breakdown of the anonymous memory component weighted using the Propor-
tional Set Size (PSS). These inputs give us the ability to differentiate between what the
kernel can reclaim and what it cannot when it is under pressure. What cannot be re-
claimed, the irreducible floor, is what actually governs when a container gets OOM-killed.
The recommender calculates requests and limits for a given memory trace to check that

the irreducible floor never crosses the limit.

A.2 Artifact check-list (meta-information)

e Algorithm: Derivation of memory requests and limits from cgroup memory decomposition,
with offline trace deployment to verify OOM-kill safety.

e Program: MemScope: a cgroup memory monitor, a stimulus driver, an analysis library,

and a recommender. Python 3.

e Data set: 40 recorded monitor sessions, 12,666 samples, 80 columns per sample. Registry

in runs.csv.

e Run-time environment: On the operator side, Linux or WSL2, Python 3.10 or newer,
kubectl with exec permission. On the pod side: a POSIX shell and awk. Nodes must expose

cgroup v2.

e Hardware: No special hardware. Analysis runs on any machine. Live monitoring requires
a Kubernetes cluster with cgroup v2 nodes; the recorded sessions were taken on AWS EKS.
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e Execution: Periodic kubectl exec sampling at a configurable interval, 3 s by default,

one stimulus per monitor session.

e Metrics:  memory.current, memory.max, the full memory.stat field set, and a PSS-

weighted breakdown of the anonymous component from /proc/<pid>/smaps.

e Output: Timestamped CSV memory logs, the thesis figure set, and a recommendation

giving observed peaks, composition, and the derived request and limit.

e Experiments: Monitoring instrument validation, memory composition categorization,
cross-tool comparison against kubectl top and the Vertical Pod Autoscaler, over-reservation

quantification, OOM-boundary determination, and deployment of a floor-derived limit.

e How much disk space required (approximately)?: 11 MB for the repository, of which
5MB is recorded trace data.

e How much time is needed to prepare workflow (approximately)?: Under two

minutes; clone and install four Python packages.

e How much time is needed to complete experiments (approximately)?: Under
one minute to rebuild every figure from the recorded traces. Roughly ten minutes per live

stimulus session.

e Publicly available?: Yes.

A.3 Description

A.3.1 How to access

The artifact can be found in one public repository at https://github.com/HusseinSarr
ar05/memscope. Everything this appendix describes is in there: the monitor, the stimulus
driver, the analysis library, the recommender, and every memory log recorded during the
experiments. The tag v1.0-thesis marks the repository at the time of submission. Later
commits may not match what the appendix describes, so we recommend checking out that

tag rather than working from the default branch.

A.3.2 Software dependencies

Almost all of the dependencies sit on the operator side, with few having to be fulfilled on
the pod side. The operator machine would need Python 3.10 or newer, a kubectl binary
configured against the target cluster (using the correct kubeconfig for the cluster) with
permission to run kubectl exec, and the four packages listed in requirements.txt. The
monitor itself only uses the standard library; pandas, matplotlib, numpy, and jupyter

are there for the analysis notebook. Inside the pod we need a POSIX shell and awk, both
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A .4 Installation

of which should already be present in any image that can run a shell. Nothing is installed

into the container, and no sidecar or agent runs next to the workload.

A.3.3 Data sets

The directory memory_logs/ contains all of our memory logs, each in a separate CSV file
named after the time of the session. Every row represents a single sample and has 80
columns that we divide into 5 categories: identity and timing, the raw memory.current
and memory .max readings, an error field, the full memory.stat field set prefixed with stat_,
and the anonymous memory breakdown prefixed with smaps_. The schema is consistent
across all sessions, so any trace in the directory loads with the same reader. The specific
sessions used in our evaluation are noted in the registry runs.csv: it holds one row per
run with its label, the memory request and limit used during the run, the workload, the
stimulus that was pushed, and notes. Some CSVs in the directory are exploratory or

aborted sessions and are left out of the registry.

A.4 Installation

The artifact can be installed in three simple steps: clone the repository, check out the
v1.0-thesis tag that pins the repository to its state at submission, and install the packages
in requirements.txt. Running the analysis again needs nothing beyond this. To monitor
a specific cluster, download the kubeconfig YAML file from the cluster dashboard, and
set the KUBECONFIG environment variable to the configuration file. You can then use the

memory monitor and stimulus driver to run experiments against the target cluster.

# 1. Get the code at the submission tag
git clone https://github.com/HusseinSarrar05/memscope.git memscope
cd memscope

git checkout v1.0-thesis

# 2. Install the analysis packages

pip install -r requirements.txt

© 00 J O U = W N =

# 3. Only needed for live measurement: point kubectl at the cluster
export KUBECONFIG="/cluster -kubeconfig.yaml
kubectl get pods -n <NAMESPACE>

— =
— o

Listing A.1: Installing MemScope and pointing it at a cluster.
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A.5 Experiment workflow

As already explained in Chapter [d each monitoring session should involve one stimulus.
The operator runs the monitor against a deployment of their choice on one terminal,
and triggers the stimulus driver from a second terminal. When the stimulus is done, the
operator stops the monitor, and the resulting CSV will be saved. The operator can then
append a row to runs.csv describing the run. The monitor’s namespace and deployment
defaults are set for Ocean, so the operator has to pass their own.

The synthetic stimuli in the stimulus driver can be run against any cluster, while the
Ocean stimuli need Capisoft’s workload and cluster, and cannot be run externally. The

analysis can be produced from the recorded traces in either case.

A.6 Evaluation and expected results

All figures used throughout the thesis can be regenerated directly from the available traces.
The build prints a line for each figure reporting the headline values, so results can be com-
pared with ease. This would allow the evaluation to be fully reproduced. The recommender
can be used to produce the request, limit, and safety verdict against any given trace. Our
own numbers come from memory_20260619_203125. csv, the VPA-comparison run: replay-
ing that trace reproduces the floor-derived request and limit we report for RQ3, along with
the verdict that the irreducible floor never crosses the limit we derived.

To verify the instrument, an operator can use the stimulus driver to fire one stimulus
against their cluster. The triggered stimulus is expected to land in the targeted memory
component, and the behavior would be observed in the memory monitor’s terminal output
and later the recorded trace. For example, if the operator uses S3, which writes a 300
MB file inside the pod and then reads it back, they should expect to see the file-backed
memory category rise by roughly 290 MiB and stay elevated after the read completes. The
absolute numbers might differ across different workloads, but the behavior should remain

consistent.

A.7 Experiment customization

Most of the stimulus sizes are tunable from the command line: -hold-mb for the sustained
hold, -file-mb for the file-cache pressure, -ramp-mb-s for the ramp toward OOM, and
-phash-n for the number of images hashed. The monitor’s sampling frequency is set with

-interval. The parameters that actually matter for our results are the three margins
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the recommender takes: -vpa-margin, -req-margin, and -limit-margin. The floor we
measure is a property of the workload, but the headroom placed on top of it is a choice, and
anyone who disagrees with that choice can rerun the recommender with different margins

to see what it does to the savings we report.

A.8 Methodology
Submission, reviewing and badging methodology:

e https://www.acm.org/publications/policies/artifact-review-badging
e http://cTuning.org/ae/submission-20201122.html

e http://cTuning.org/ae/reviewing-20201122.html
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Appendix B

Self Reflection

When I chose this topic I knew nothing about Kubernetes. That was the point. Cloud
was a field I always wanted to learn more about, and Kubernetes was a word I had heard
all around without ever understanding the meaning behind it. Picking a thesis topic that
forced me into it was the most direct way I could think of to fix that. It is a lot less
intimidating to me now, and that alone would have made the last few months worth it.

The hardest technical problem was the first one: how to watch a container’s memory
from the inside without changing the container. I tried several approaches before settling
on the periodic cgroup reads the tool uses today, and my lack of experience did not help. I
always had the feeling that there was a better way to do what I was doing, but had no idea
where to look for it. Getting a reliable result out of the memory monitor was a milestone
that took far longer than the finished code makes it look.

The result I am proudest of almost did not come about. It came out of the synthetic
file-cache stimulus, the one I built to isolate page cache from everything else. Watching
that category behave differently from the rest is what first made me keep it in the back
of my head. I did not trust the finding at first, so I went back over run after run to
make sure I was not fooling myself, and only once it held every time did I use it for my
end results. Turning that suspicion into a direct comparison against the Vertical Pod
Autoscaler’s weaknesses is what gave the thesis its final shape, and it is the part of the
work I would defend hardest.

Doing this inside a company like Capisoft was the best part. 1 got to see how the
real world actually operates, and to feel that what I was building could translate into
something with real effects and real savings later. It did bear a cost however, working
in a live production cluster, deploying my own namespace and workloads off production
images, meant being consistently afraid I would break something at every turn, and waiting
on Felix for access or a fix more often than I would have liked. It was inconvenient in the
moment. In hindsight it taught me more than a sandbox ever could have, and those are

lessons I will carry into whatever I do next.
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I owe a lot to my daily supervisors Matthijs and Felix, and to the Ocean developers I
bothered along the way. Both of my supervisors were available at every turn, and I never
felt unsupported. What no one could have prepared me for was the nature of the work
itself. T knew the final goal, but most of the time, after I broke the goal into pieces, I had
no idea where any single piece was taking me. The exploratory nature of the thesis meant
I was developing the problem and its solution at the same time, swimming in an endless
ocean with no sense of direction. That, more than any tool or bug, was the real challenge.

The size of what I was reaching for scared me from the start. I never wanted to just
optimize some code; anyone can do that, and it is not special. I wanted something general,
and given that Kubernetes is already heavily studied, I kept questioning if my approach
even made sense or lead to any concrete result. Early on, while I was building the monitor
and the driver and picking through Ocean’s code for what I could reuse, I was making
good progress and still dreading the step I knew was coming: looking at my own results
and finding a real solution. Some days I did not believe I could.

If T could do one thing differently, it would be to not think too far ahead, and take all
the help I can get. Solve one problem at a time, and stop being afraid of the end goal.

The BSc has been genuinely eye-opening. More than any single topic, it taught me how
to learn, and where to go to chase the things I want. Capisoft gave me a real taste of the
industry, and I would like to stay close to Kubernetes, though at that level rather than

this low and purely technical one. One problem at a time, still.
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