
RADiCe: A Risk Analysis Framework for DataCenters

Fabian Mastenbroeka, Tiziano De Matteisa, Vincent van Beekb, Alexandru Iosupa

aVrije Universiteit Amsterdam, Amsterdam, The Netherlands
bSolvinity B.V., Amsterdam, The Netherlands

Abstract

Datacenter service providers face engineering and operational challenges involving numerous risk aspects. Bad decisions can result
in financial penalties, competitive disadvantage, and unsustainable environmental impact. Risk management is an integral aspect of
the design and operation of modern datacenters, but frameworks that allow users to consider various risk trade-offs conveniently are
missing. We propose RADiCe, an open-source framework that enables data-driven analysis of IT-related operational risks in sus-
tainable datacenters. RADiCe uses monitoring and environmental data and, via discrete event simulation, assists datacenter experts
through systematic evaluation of risk scenarios, visualization, and optimization of risks. Our analyses highlight the increasing risk
datacenter operators face due to price surges in electricity and sustainability and demonstrate how RADiCe can evaluate and control
such risks by optimizing the topology and operational settings of the datacenter. Eventually, RADiCe can evaluate risk scenarios
by a factor 70x–330x faster than others, opening possibilities for interactive risk exploration.

1. Introduction

Datacenters have become essential to support the digitaliza-
tion of our economy and society [29, 28, 26]. The constantly
increasing demand for computing power has let organizations
move from in-house to hyper-scale (cloud) datacenters able to
serve stakeholders across industry, government, and academia.
These stakeholders have come to expect reliable operation and
high quality of service, yet demand low cost, high scalability,
and corporate responsibility. As a result, datacenter operators
and architects are confronted with significant research and op-
erational challenges and are accounted responsible when cus-
tomers’ expectations are not met.

Despite technological advancements and better availability
management, failures in datacenters remain a major concern for
many operators. The financial consequences of outages can be
severe: in 2022, 47% of outages cost between $100,000 and $1
million, and 15% cost over $1 million in terms of violated Ser-
vice Level Agreements (SLAs) [7]. Furthermore, the recent en-
ergy price crisis and efforts to sustainability (e.g., through green
bonds emissions) have resulted in operational and societal ex-
penses becoming a primary cost factor for datacenters [12].

Risk analysis is integral to the design and operation of dat-
acenter infrastructure. It enables organizations to set out fu-
ture objectives, recognize potential risks that they could face,
and adequately control them. For example, risk management
arises in the design of datacenters, where the procurement (i.e.,
long-term capacity planning) of cloud infrastructure is a criti-
cal optimization problem faced by datacenter architects. Sim-
ply over-provisioning capacity is expensive. Conversely, under-
provisioning could lead to risks of failing to meet SLAs [4].
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Figure 1: Risk profiles of a private datacenter in 2021 and 2022. Different
aspects concern the stakeholders—customers, provider (company), and society.

Risk trade-offs also appear when operating a datacenter. Ef-
forts to improve the energy efficiency of datacenters have re-
duced the average Power Usage Effectiveness (PUE) [1] (the
ratio of the total facility energy to IT energy) significantly since
2007. However, the decline has stagnated over the past few
years [20]. Notwithstanding environmental concerns, with a
large percentage of the total costs of datacenters going to elec-
tricity, consuming too much of it leaves datacenters vulnerable
to price spikes: a serious risk, given the sharp energy price in-
crease that occurred in 2022. It remains possible that also or-
ganizations with good (low) PUE become highly impacted by
energy hikes under specific workloads and resource manage-
ment policies. Finally, the lifecycle of datacenter infrastructure
presents additional risk trade-offs. Through hardware refreshes,
datacenter operators can steadily increase the compute capacity
while reducing energy consumption, as a result of the increas-
ing energy efficiency of servers. However, replacing equipment
too early may cost more in hardware than is saved on energy
efficiency [10]. If these trade-offs are fully understood, their
management and control could lead to significant reductions in
costs, energy usage, and carbon footprint of datacenters.

Despite the importance of risk assessment, relatively few
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comprehensive approaches and tools exist, leaving many data-
center operators ill-equipped to confidently make informed de-
cisions. For a long time, the community has focused mainly
on availability or Quality of Service (QoS) as an indicator of
risk [23, 25, 21, 33, 54, 41]. We believe that risk manage-
ment in datacenter should consider other business goals,
such as sustainability and societal impact. Figure 1 shows
the impact of various risk factors that affect not only the cus-
tomers but also the datacenter operators and society. In 2021,
the primary factors contributing to the risk profile of the data-
center are customer-related factors, such as availability. How-
ever, due to the energy price increase in 2022, the electricity
expense become the primary risk factor for datacenters. While
this may even get worse in the future (e.g., datacenter may be
considered accountable for their environmental impact [20]),
it is clear that datacenter providers need an instrument for
facilitating risk analysis of datacenters. Such an instrument
must enable automatic analysis to allow continuous risk evalua-
tion and consider the complex interplay of hardware, software,
and various risk factors. Finally, we argue that more quantita-
tive studies, methods, and tools are needed for the society-
at-large to gain confidence in datacenter sustainability and
impacts. Otherwise, important decisions may go against stake-
holders. In countries like the Netherlands, hyperscale datacen-
ter projects have been stopped based on vague, qualitative state-
ments against the potential impact on the electricity grid or cli-
mate1

These are fundamental problems for IT-related risks in sus-
tainable cloud infrastructures. To address them, we propose
RADiCe, an open-source framework for quantitative data-
driven risk analysis in sustainable datacenters. Underpinning
this system is a trace-based, discrete-event simulator that en-
ables the exploration of different risk scenarios through sup-
port for diverse workloads, datacenter topologies, and opera-
tional phenomena. The use of discrete-event simulation en-
ables complex and long-term analysis and thus allows prompt
answering of critical questions related to risks and sustainability
without sacrificing accuracy. Although RADiCe is designed to
work across many kinds of datacenters, in this work, we focus
on private-cloud, business-critical workloads, and public-cloud
operations, representing the majority of workloads in modern
datacenters. Our contributions are:

1. We propose RADiCe (Risk Analysis for DataCenters), an
open-source risk analysis framework for cloud datacenters (in
Section 3). RADiCe introduces a holistic approach to risk
analysis, where multiple risk factors and scenarios can be
considered and evaluated at the same time, obtaining cred-
ible and quantitative evidence of risk trade-offs. It can also
automatically explore possible topology and operational set-
tings optimizations that reduce risk, and suggest appropri-
ate changes. Compared with pioneering tools that also ad-
dress risk, such as Capelin [6], RADiCe significantly re-
duces the effort necessary for the users to identify, evaluate,

1https://www.datacenterknowledge.com/meta-facebook/

scorned-meta-data-center-holland-met-all-environmental-standards.

and optimize applicable scenarios, enables detailed quanti-
tative analysis of operational risks for both managerial de-
cisions and detailed policy enforcement, and specifically in-
cludes detailed risk components facing cloud customers, cloud
operators, and society at large.

2. We evaluate RADiCe over multiple real-world workloads
and consider different risk scenarios (in Section 4). Our ex-
periments show many interesting findings, supporting our
claim for a need for data-driven risk analysis in datacen-
ters. Importantly, RADiCe enables system-wide, holistic
findings, including various sustainability aspects, e.g., CO2
emissions and related costs for companies and society.

3. We release RADiCe as free and open-source software2, hop-
ing to contribute with a tool, and good practices, for reusable,
comprehensive, and inspectable risk management in sustain-
able datacenters.

2. Background

2.1. Risk Management

Risk management is the systematic process of identifying,
analyzing, and controlling risks. Risk, in this context, is defined
as the “effect of uncertainty on objectives” in ISO 31000 [2] and
can be positive, negative, or even both. Risk originates from
various sources, such as legal liabilities, financial uncertainty,
threats to IT infrastructure, accidents, and climate change.

Risk management is a multi-step, often iterative, procedure
that usually involves the identification of risk factors, their anal-
ysis, and successive response [2]. Multiple risk analysis tech-
niques exist, and choosing the appropriate technique often de-
pends on the circumstances and intended use. Qualitative risk
analysis uses a subjective assessment of the risk probability and
impact, relying on the knowledge and interpretation of the as-
sessor. On the other hand, quantitative risk analysis [57] is a
systematic approach that quantifies both the likelihood and im-
pact of risks numerically, relying on accurate, measurable data
to produce insights. Semi-quantitative risk analysis uses a com-
bination of both qualitative and quantitative methods to analyze
risk. In this work, we use a quantitative approach for risk anal-
ysis.

2.1.1. Service Level Agreement and Objective
A Service Level Agreement (SLA) is an explicit or implicit

contract between the cloud provider and customer that governs
the obligations and responsibilities between both parties regard-
ing the provided service. An SLA establishes (i) what kind of
service is to be provided and how, (ii) constraints for the level of
service (e.g., for availability or performance), (iii) the costs to
be paid by the customer to the cloud provider, and (iv) the con-
sequences for not upholding the agreement (usually a financial
penalty).

2A preliminary version is available at https://github.com/

atlarge-research/opendc/releases/tag/project%2Fradice.
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Generally, the SLA employed by the industry includes a
set of Service Level Objectives (SLOs) that define the expected
service between the cloud provider and the customer. Each of
these SLO unambiguously expresses the service level guaran-
teed by the cloud provider for some measurable characteris-
tic, for example, as a “monthly uptime percentage” of at least
99.995% for a Virtual Machine (VM).

2.1.2. Risk Scenarios
The existing approaches for risk analysis are seldom tested

with real-world scenarios or operate on simplistic models con-
sidering a single workload or topology [4, 60]. We advocate
comprehensive experiments using real-world operational traces
and diverse risk scenarios to evaluate risk analysis approaches
thoroughly. For this reason, we build on the concept of portfo-
lios of scenarios introduced in Capelin [5]. A scenario repre-
sents a point in the datacenter design space to explore. It con-
sists of a combination of workload, topology, and operational
phenomena. Phenomena can include correlated failures, work-
load interference, security breaches, etc., allowing the scenarios
to more accurately capture real-world operations.

Each portfolio includes a base scenario, a set of candidate
scenarios given by the user and/or suggested by the system to
enable multiple scenario analysis, and a set of targets that pre-
scribe on what grounds and on which time scale the different
scenarios should be compared. Targets include the metrics the
practitioner is interested in, their desired granularity, and rele-
vant SLOs [47].

Following the taxonomy defined by the performance orga-
nization SPEC [33] and illustrated by Figure 2, tools such as
Capelin support traditional performance and system-provider
metrics. In the Policy Metrics layer, Capelin offers merely
proxies for SLO violations [5, § 5.1.7]; in the layer Metrics for
Managerial Decisions, Capelin does not support specific met-
rics, and relies instead on ad-hoc, qualitative warnings (e.g.,
“high risk” [5, MF2 and MF6]). Addressing an important gap,
RADiCe proposes an abstraction that also supports the high-
est two layers in the SPEC taxonomy, adding functionalities
for holistic, detailed, and quantitative risk analysis of datacen-
ter risks, focusing on specific types of risk for customers, op-
erators (hosting companies), and societal stakeholders. The
higher-level metrics introduced by RADiCe facilitate long-term
decision-making by abstracting away from specific workloads
and infrastructure, enabling important use-cases (e.g., Section 3.1)
and complex scenarios (e.g., as Section 4 exemplifies).

2.2. System Model

In this work, we use a generic model for datacenter oper-
ation, which is already widely used in academia and indus-
try [48, 56, 6]. Figure 3 shows the model comprising three
main components: workloads, resources, and management and
scheduling.

Workload
We consider three types of workloads. The first one con-

sists of applications executing in VMs, containers, or directly
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Figure 2: A hierarchical taxonomy of datacenter metrics, [33].
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Figure 3: Generic model for datacenter operation.

on physical machines. Then, we consider app managers, such
as big data frameworks (e.g., Apache Spark or Apache Flink),
machine learning frameworks (e.g., TensorFlow or PyTorch),
and serverless frameworks (e.g., OpenFaaS), which orchestrate
virtualized workflows and dataflow for their users. Finally, we
also take into account scientific workloads deployed on virtual-
ized environments. These workloads primarily comprise con-
veniently (embarrassingly) parallel tasks—e.g., Monte Carlo
simulations—forming batch bags-of-tasks.

Resources
Workloads run on physical datacenter infrastructure. We

model datacenter infrastructure as a set of physical clusters of
possibly heterogeneous hosts, each host being a node in a dat-
acenter rack. A host can execute multiple VM- or container-
workloads managed by a hypervisor. In this work, we model
resource consumption of applications (e.g., CPU usage) per dis-
cretized time slices. Workloads report at each time slice their
resource consumption to the hypervisor, which consolidates the
requests and distributes the resources based on some scheduling
policy.

Resource Management and Scheduling
A resource manager manages and controls all clusters and

hosts and is responsible for the lifecycle of submitted work-
loads, including their placement onto the available resources [6].
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The resource manager is configurable and supports various poli-
cies to distribute workloads over the available resources.

2.3. Datacenter Simulation

RADiCe uses discrete-time simulation to explore and ex-
periment with various scenarios in a timely manner.

The motivation for resorting to simulation is twofold. First,
experiments on deployed systems are difficult to adapt or re-
configure. As we want to explore several scenarios, doing this
in a real system would require procurement and installation of
new resources, which could be expensive. Using simulation in-
stead, we can quickly evaluate alternative scenarios with few
costs. Second, experiments on physical infrastructure are time-
consuming and expensive, notwithstanding the environmental
impact of such experiments. This impact can become unaccept-
able for even moderately sized infrastructure. RADiCe uses
the OpenDC platform, a datacenter discrete-event simulator,
validated against analytical models and other leading simula-
tors [43]. RADiCe leverages its existing feature set that in-
cludes: (i) serverless and application manager operation model;
(ii) possibility to model a datacenter using a graphical interface;
(iii) experiment automation and a comprehensive set of opera-
tional telemetry metrics; (iv) the possibility of configuring the
resource manager, and experimenting with different schedul-
ing policies. While in this work we build on top of OpenDC,
RADiCe can also be implemented on other cloud or datacenter
simulators, provided that they support the same set of features.

3. The RADiCe Approach

RADiCe enables a holistic approach to risk analysis and op-
timization. In this section, we describe users and use cases of
RADiCe, detail how risks are modeled, and provide an overview
of its architecture and internal components.

3.1. Users and Use Cases

RADiCe targets datacenter operators that manage the daily
operation of the datacenter infrastructure of the cloud provider,
and datacenter architects, that design the datacenter infrastruc-
ture of the service provider. Both roles have different needs
and responsibilities. We identify the use cases where RADiCe
could be useful:

• risk monitoring: datacenter operators can utilize the system
to monitor the current risk of the datacenter infrastructure in
near real-time and make informed decisions on how risk is
managed.

• capacity planning: RADiCe supports datacenter architects
during the capacity planning processes for cloud infrastruc-
ture, where smart decisions could lead to significant service
improvements, cost savings, and environmental sustainabil-
ity [9].

• change management: datacenter operators can utilize the sys-
tem to evaluate how changes to the datacenter infrastructure
(e.g., deploying new workloads) affect the risks they face,
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Figure 4: The process for analyzing and optimizing risk in datacenter infras-
tructure using RADiCe.

such as increased probability of failure events or degraded
performance.

• compliance and auditability: the system can aid datacen-
ter managers in showing their efforts toward reducing op-
erational risk to (potential) customers and in demonstrating
compliance with standards, contracts, and regulations.

3.2. Model for Quantifying Risks in Cloud Datacenters
Risks are represented in RADiCe as a portfolio of risk fac-

tors, each modeling an aspect of the operational risk of a dat-
acenter, quantifying it in a specific dimension. These risk fac-
tors comprise several SLOs (predicates over metrics), an ag-
gregation time period (e.g., monthly or daily), and an impact
function. During every aggregation period, the active SLOs are
evaluated, and if in violation, the impact is computed using the
impact function. Combined, the impact of all SLO violations
sum to a single value, representing the total risk.

We distinguish between three categories of risk: customer-
facing risks, company-facing risks, and society-facing risks.
Customer-facing risks are risk factors that directly affect the
customer, and include resource availability, QoS, or security.
Risk factors that affect the company’s sustainability, but do not
directly affect customers, are categorized as company-facing
risks. Operational efficiency is an example of such a risk. Fi-
nally, society-facing risks, such as environmental sustainability,
affect society as a whole but do not directly affect the company.

RADiCe considers the financial impact of risks. By express-
ing risk in terms of monetary value, we ensure a fair compari-
son between different scenarios since our model can consider
the cost of other risk responses, such as risk mitigation and
elimination. For example, this might entail the costs of upgrad-
ing the datacenter topology or purchasing insurance. Moreover,
this approach enables users at different layers of the organiza-
tion, from technicians to managers, to grasp the impact of both
short- and long-term decisions in datacenters.

The strategy for specifying the impact function mostly de-
pends on the type of risk. The impact of customer-facing risks
can often be derived from the penalties for SLA violations, as
stipulated by the contracts between the company and the cus-
tomer. Company-facing risks can be quantified based on the op-
erational expenses of the organization. These include electricity
usage expenses and increased engineering costs due to problem
troubleshooting. An impact function for society-facing risks is
often more difficult to define and requires estimations from sci-
entific literature, if available. We further elaborate on this in
Section 4.2.

4
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3.3. Risk Analysis and Optimization with RADiCe
In this section, we present a systematic process for approach-

ing risks in datacenters using RADiCe, for which we show a
summary in Figure 4.

RADiCe analysis starts from a model of the datacenter in-
frastructure in OpenDC, containing the physical and logical
topology of the hardware and services in the datacenter [43].
The user defines a risk model for the datacenter ( 1 ). A risk
model describes the risk factors that constitute the overall risk
in a datacenter, specifies how these factors are quantified and
assigns an impact to each factor (see Section 3.2). After defin-
ing an initial risk model, it is important to validate it using the
results reported by RADiCe ( 2 ), for instance, using historical
measurements, and to (potentially) (re-)calibrate the model us-
ing the results from the validation step.

Once the risk model is established, RADiCe can be used
to explore portfolios of scenarios that show that the current
infrastructure is at risk or to reduce overall risk. Users can
build such portfolios manually ( 3 ), for example, to explore
“what-if” questions about the workload, topology, or opera-
tional phenomena. Alternatively, RADiCe can automatically
propose portfolios of scenarios that reduce risk in the datacen-
ter ( 4 ), by employing the risk optimization algorithm (Sec-
tion 3.5).

RADiCe evaluates the portfolios of scenarios constructed
by the user or generated automatically and produces correspond-
ing risk profiles, highlighting the risks that threaten the data-
center ( 5 ). These risk profiles assist datacenter operators and
architects in deciding how to manage different risk classes. For
example, certain risks might be accepted due to their low impact
or probability, while other risks may be mitigated by adjusting
the datacenter infrastructure. After the risk profiles are evalu-
ated, and adjustments are potentially implemented, the user can
re-iterate the analysis ( 6 ).

3.4. RADiCe Architecture

Figure 5 shows the overall architecture of RADiCe, and
how it leverages OpenDC capabilities for datacenter modeling
and simulation.

Users interact with RADiCe with the Risk Model Builder
(component A in Figure 5). Through this component, the user
can construct the risk model applicable to their datacenter de-
sign (Step 1 in Section 3.3), defining risk factors of interest
(as SLOs) and the impact of violating them (e.g., a monetary
penalty).

Next, through the Scenario Portfolio Builder component
( B ), users can visually construct scenarios that are common
in the datacenter (e.g., failure events or performance degrada-
tion) to explore how they affect the risk of the datacenter (Step
3 in Section 3.3). These scenarios may consider the workload,
topology, scheduler, and operational phenomena (Section 2.1.2).
Scenarios can be made out of pre-built components from the
Library of Components ( C ). This library contains workload,
topology, and operational building blocks, facilitating fast and
intuitive composition of scenarios. It is pre-populated by the
system with industry-standard components (using the Open Com-
pute Project3 as starting point), but can be augmented by the
user with platform-specific components.

Once built, users can explore and evaluate the estimated risk
of scenarios in a portfolio via the Scenario Portfolio Evalua-
tor ( D – Step 5 in Section 3.3). This component provides
graphical overviews of the estimated risk, highlighting key se-
lected metrics across scenarios, and gives users quick access to
the outcomes of the simulation of built scenarios.

The Risk Profile Generator ( E ) converts the risk model
specified by the user into a set of queries understood by the
Query Processor. This component will collect the query results
and compute the impact of risk factor violations. In turn, it gen-
erates a risk profile of each scenario, estimating the risk of each
scenario.

The Query Processor ( G ) aggregates metrics received from
the simulator based on the active queries. This component in-
structs the Metric Ingestion Engine on what metrics to col-
lect from the simulator. Queries processed by this component
are evaluated on the fly during simulation to enable dynamic
decision-making based on the near real-time estimated risk and
prevent huge volumes of data from being generated. The Met-
ric Ingestion Engine ( H ) collects the metrics emitted by the
telemetry system in OpenDC during simulations. This com-
ponent uses a pull-based model that collects metrics from the
relevant systems on-demand.

The Risk Optimizer ( F ) component generates and optimizes
alternative scenarios based on their risk profile.

3.5. Genetic Risk Optimization
Risk optimization is a form of design space exploration that

selects candidate solutions based on their risk profile. As we
are confronted with a large design space (e.g., in a datacenter
topology, we can change the cluster sizes, the type of machines,
etc.), exploring all the possible candidate solutions is not feasi-
ble even with the use of discrete-time simulation.

To optimize a datacenter for risk using RADiCe, we employ
an evolutionary approach inspired by the process of natural se-
lection [46]. Each point in the design space (e.g., a datacenter

3https://www.opencompute.org/
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Table 1: Experiment configurations explored in this work.

Experiment Factors Optimization Sect.

Datacenter
sustainability

Energy/CO2 prices,
PUE

✓ 4.2

Operational
phenomena

Availability target ✗ 4.3

Datacenter
topology

Topology ✓ 4.4

Workload Workload trace ✗ 4.5

topology) is encoded as a set of chromosomes that can be al-
tered using genetic operators (such as mutation or crossover).
Starting from a population of random scenarios (individuals, 1
in Figure 6), we evaluate their fitness by estimating their risk,
each consisting of multiple simulation runs to take into account
variability ( 2 ). The fittest individuals are selected from the
current population ( 4 ) and genetic operators are applied to the
selection ( 5 ). These operators are used to either converge or
diverge the solution by altering the chromosomes of individu-
als in the population, which helps explore the design space. The
procedure is repeated until we reach the maximum number of
generations or we converge on a solution ( 3 ). Then RADiCe
reports the scenarios with lower risk to the user.

In this paper, we used an evolutionary algorithm for risk op-
timization, but RADiCe’s approach is flexible and can be gen-
eralized to incorporate other optimization algorithms, such as
metaheuristics (e.g., simulated annealing [38], tabu search [30])
or operation research techniques (e.g., nonlinear programming
[11], multi-objective optimization algorithms [42].

4. Evaluation of RADiCe

In this section, we perform an in-depth experimental anal-
ysis to demonstrate RADiCe’s capabilities. We consider four
evaluation scenarios that are synthetically described in Table 1.
To improve statistical confidence, all the experiments are re-
peated 4, 096 times, and we report the median figures of the
metrics of interest. Then, we discuss the performance benefit
of RADiCe over a competitor.

4.1. Evaluation Setup

This section describes the evaluation environment in terms
of considered workloads, topology, scheduling policy, opera-
tional phenomena, risk models and optimization.

4.1.1. Workload
We define as baseline a business-critical workload trace from

Solvinity, a private cloud provider. The trace characterizes the
operation through a set of VM-level metrics aggregated over 5-
minute intervals. The full trace spans three months of datacen-
ter operation. It consists of 1,800 VMs running business-critical
applications, collectively consuming 3,063 PFLOPs, with a mean
CPU utilization of 5.6% on the original topology. This low uti-
lization is in line with the industry, where utilization levels be-
low 15% are typical [55, 50], as to ensure the datacenter has
enough spare capacity in the presence of failures and to reduce
the risk of workload interference.

To analyze the impact of workload on risk in datacenters
(Section 4.5), we select two other business-critical traces pub-
lished in the Grid Workloads Archive [35], Bitbrains [51] and
Materna [40], which are both similar in scale and structure.
Bitbrains is a workload trace spanning one month of operation
across 1,250 VMs, while Materna consists of 547 VMs stretch-
ing over a period of three months. Finally, we also consider
a public cloud trace from Azure [19]. The original trace con-
tains over 2 million VMs. To provide a realistic comparison,
we randomly sample approximately 1,800 VMs using the trace
sampling tools offered by OpenDC, matching the size of the
baseline workload. All the traces used for the evaluations are
real-world traces (or subsets of), collected from major datacen-
ter operators. Except for the baseline, traces are also publicly
available.

4.1.2. Datacenter Topology
In the evaluation, we consider the topology of the baseline

workload. This consists of 12 compute clusters comprising ap-
proximately 200 physical hosts, spread over three datacenters.
These datacenters are connected through a fiber optic ring net-
work, while the servers in the clusters communicate via a low-
latency InfiniBand network.

The topology has two sets of clusters: standard clusters and
bigmem clusters. Standard clusters contain 16 servers, with two
8-core CPUs and 128 GB of memory, while bigmem clusters
contain 6 servers, each with four 8-core CPUs and 768 GB of
memory.

The datacenters in this topology are assumed to have a PUE
of 1.55. This value is equivalent to the global average in 2022 [20].
Although hyperscale datacenters report substantially lower PUE
values (ranging 1.1–1.4), we focus in this work mainly on mid-
tier providers of cloud infrastructure where such values are not
yet common. The CO2 emission factor (carbon intensity) for
these datacenters, which describes the CO2 emissions produced
per unit of electricity consumed, is assumed to be 556 kg CO2
per MWh of electricity consumed. This assumption is based on
the estimated CO2 emissions in the entire supply chain for the
consumption of gray energy sources in the datacenter country
of origin. In Section 4.4, we explore variations of this topology
stemming from manual modification and automated optimiza-
tion.
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4.1.3. Metrics and Scheduling Policies
RADiCe and OpenDC fully support 30+ common metrics

from industry-grade OpenTelemetry SDK, including system (CPU
utilization, power, VM counts, etc.), customer (e.g., VM-start
latency, availability), and datacenter (CO2 emissions, etc.) char-
acteristics.

OpenDC compute scheduler is designed after the Filter Sched-
uler4 from OpenStack, a popular open-source cloud computing
platform. It operates in two stages: filtering and weighing.
During the filtering, the scheduler selects available hosts based
on a set of user-configured policies (e.g., based on the number
of available vCPUs, the remaining RAM, or affinity rules). In
the weighing phase, the scheduler uses a selection of policies
(e.g., based on the number of VMs allocated to the host, or the
available RAM) to assign weights to the hosts that survived the
filtering phase. To avoid overloading any single host, the fi-
nal destination for the VM is chosen randomly from a subset
of the highest-ranked hosts. By combining different filters and
weighers, the user can re-create in RADiCe many of the tradi-
tional VM allocation policies described in the literature [53].
For instance, round-robin scheduling can be implemented by
ordering hosts based on the number of VMs allocated to them,
while a random scheduling policy is achieved by disabling all
weighers and setting the number of selected hosts in the filter-
ing phase to infinite. For this evaluation, we emulate the default
behavior of OpenStack’s FilterScheduler by evenly spreading
VMs across all hosts based on available RAM.

4.1.4. Operational Phenomena
We consider two common types of operational phenomena:

(1) performance variability due to workload interference and
(2) correlated cluster failures.

We assume a common model for workload interference [39,
54], where a set of collocated workloads is assigned a score
from 0 to 1, with 0 indicating total interference between VMs
contending for the same physical CPU, and 1 indicating non-
interfering VMs, at a given CPU load level. In our simulation,
we randomly generate the score according to the monitoring
data (e.g., placement of VMs, CPU utilization, etc.) of the base-
line workload.

We consider a model of space-correlated failures for clus-
ter failures [27], in which a failure might trigger more fail-
ures within a short time span; these failures constitute a group.
We limit this phenomenon to hardware failures that crash ma-
chines (full-stop failures), with subsequent recovery after some
duration. Space-correlated failures in large-scale distributed
systems follow a lognormal distribution [27, 36]. For our exper-
iments, we choose parameters inspired by GRID’5000 [27] (pub-
lic trace also available [36]) and Microsoft Philly [37], scaled
to the size of the baseline topology. The failure duration is re-
stricted by a minimum of 15 minutes.

4https://docs.openstack.org/nova/latest/admin/scheduling.html#the-filter-
scheduler

Table 2: Risk factors considered in this work. The Aggregation Period (A.P.) is
one month (M) or one day (D).

Risk Factor Objective A.P. Impact

Availability (Uptime) ≥ 99.5% M See Table 3Scalability (Sched.
Latency)

< 1 hour M

QoS (VM Interference) ≥ 97.5% D See Table 3

Electricity - M e241 per MW/h (Fig. 7)
CO2 Emissions

(Company)
- M e81 per tCO2 (Fig. 7)

Resource Saturation < 75% D e125 per incident
Resource Imbalance < 0.2 D e125 per incident

CO2 Emissions
(Society)

- M e395 per tCO2 [49]

Table 3: Refund policy based on Availability (left) and Quality of Service
(right) SLAs. We assume customers are charged $0.046 per vCPU-hour, based
on the cost of a m6g.medium instance in the Frankfurt region of AWS.

Monthly Uptime
[%]

Refund

< 95% 100%
< 99% 30%
< 99.5% 10%

Quality of Service
[%]

Refund

< 90% 100%
< 95% 30%
< 97.5% 10%

4.1.5. Risk Model
We consider for our experiments eight different risk factors

(Section 3.2) present in datacenters and summarize them in Ta-
ble 2. Our selection covers risks that impact customers, risks
related to operational sustainability, and risks facing society.

Customer-facing risks. The key performance indicator customers
of datacenter operators are concerned with is availability. We
configure RADiCe to ensure a monthly uptime target of 99.5%
for individual VMs. Customers with a VM failing to reach this
uptime target are refunded according to the refund policy in
Table 3 (left). This kind of SLA is common in public cloud
providers, such as Amazon Web Services5, Google Cloud6, and
Microsoft Azure7. In addition, We want to ensure that customer
requests are served promptly (scalability). If a VM is not started
within an hour of its submission time, the customer is refunded
all expenses for that VM while it was pending to be scheduled.

Finally, we also consider QoS as a customer-facing risk.
Even if it is rare for cloud providers to offer performance guar-
antees to customers [47], datacenter operators monitor perfor-
mance metrics carefully since a low quality of service can lead
to reputational damage or loss of customers. To quantify the
impact of performance variability due to workload interference,
we monitor CPU contention and interference metrics as a proxy
for QoS, and refund customers with VM with average CPU in-
terference values above 2.5% per day (equivalent to a QoS value
lower than 97.5%), according to the refund policy in Table 3

5https://aws.amazon.com/compute/sla/
6https://cloud.google.com/compute/sla
7https://www.microsoft.com/licensing/docs/view/

Service-Level-Agreements-SLA-for-Online-Services
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Figure 7: Day-ahead electricity prices in the APX Power Spot Exchange from
2021 to 2023 ine per MW h (Source: APX) and daily close prices for European
Union Emissions Trading System (ETS) Futures from 2021 to 2023 in e per
tonne CO2 (Source: ICE).

(right). This policy is derived from existing cloud SLAs and
uses commonly accepted thresholds in the industry.

Company-facing risks. To model the operational sustainabil-
ity of the datacenter operator, we consider resource utilization
metrics for hosts. Usually, a high resource utilization or a large
imbalance indicates an infrastructure issue and demands an en-
gineer’s investigation. We configure RADiCe to ensure that the
95th percentile of the host utilization does not exceed 75%, and
that the resource imbalance (defined as the standard deviation of
the host utilization) does not exceed 0.2. Such values are com-
monly used in datacenter monitoring systems to alert operators
of issues. We assign an impact ofe125 to an investigation. This
is an optimistic estimation of the costs of an engineer needing to
investigate an issue with the infrastructure and taking just two
hours to solve the issue.

Furthermore, we consider the expenses for electricity usage
and CO2 emissions incurred by the datacenter operator. We as-
sume the cost of electricity is e241 per MW h, based on the av-
erage energy price reported by the Amsterdam Power Exchange
(APX) for 2022 (Figure 7, top). The cost of CO2 emissions is
assumed to bee81 per tonne of CO2, based on the average price
reported by International Exchange (ICE) for 2022 (depicted in
Figure 7, bottom).

Society-facing risks. Our model also includes risks that society
is confronted with as a consequence of datacenter operation.
We use the social cost of carbon (SCC) to model the risk of
CO2 emissions due to electricity usage by datacenters. Ricke et
al. estimate the global social cost of CO2 to be $417 per tonne
of CO2 [49] (e395 per tCO2 as of 2022).

4.1.6. Genetic Algorithm
The evolutionary risk optimization approach described in

Section 3.5 is implemented using Jenetics [59], a Java library
for building genetic algorithms. Table 4 summarizes the con-
figuration parameters used for the genetic search algorithm.

In our experiments, we limit the number of generations to
100, and the algorithm terminates earlier if the average fitness
of the last 10 generations differs by no more than 0.01% from
the average fitness of the last 30 generations, indicating con-
vergence. We use tournament selection [45] to choose the best

Table 4: Configuration of the genetic algorithm used for the evaluation.

Parameter Value

Population Size 30 individuals
Stop Criteria 10 steady generations or at most 100 generations
Selection Tournament selection [45]
Genetic Operators Uniform crossover (probability 0.2), uniform muta-

tion (probability 0.15), Gaussian mutation (probabil-
ity 0.10)

individual from a random sample of five individuals (with re-
placement) from the population. We employ three types of ge-
netic operators to the selected individuals:

1. Uniform crossover combines the genetic information of
two parents, swapping two genes with probability 0.2. Empiri-
cal studies suggest this improves design space exploration while
preserving beneficial information exchange [17].

2. Uniform mutation introduces genetic diversity by ran-
domly changing a gene’s value with a probability of 0.15.

3. Gaussian mutation is applied with a probability of 0.10,
adjusting a gene’s value based on a Gaussian distribution around
its current value, facilitating the exploration of improved solu-
tions near the current individual.

While the optimization results later discussed depend on the
specific parameter settings used in this study, the user can tune
the genetic algorithm based on their needs. We leave the sys-
tematic exploration of these parameters and their impact on the
final results for future work.
4.2. Analyzing the Sustainability of Datacenters

We look at the sustainability of datacenters from two dif-
ferent perspectives, that of the company having to sustain oper-
ation (operational sustainability), and that of the environment
having to cope with datacenter operation (environmental sus-
tainability). Due to the large environmental footprint of data-
centers, these perspectives represent a trade-off for infrastruc-
ture operators. This is becoming increasingly relevant as gov-
ernments could start taxing companies based on their societal
and environmental footprints [20].

We focus first on the price spikes for electricity and CO2
bonds that occurred in 2022. In Figure 1 (first page), we de-
pict the risk profile reported by RADiCe for 2022, compared to
the risk profile of the year before (2021), considering the aver-
age energy price registered during the year. We observe that in
2021, the primary factors contributing to the risk profile of the
datacenter are availability, covering the costs of potential fail-
ures in the datacenter (see Section 4.3), and CO2 emissions for
society. By contrast, in 2022, the prices for electricity and CO2
emission bonds have increased significantly, leading to electric-
ity expenses becoming the primary risk factor for datacenters
in Figure 1. Whereas the availability risk is highly variable and
has a much lower median cost (as we show in Section 4.3), the
electricity demand and CO2 emissions of datacenters are rela-
tively stable, leading almost certainly to higher expenses and
making this such a serious problem.

These price increases can have even more devastating ef-
fects on operators of energy-inefficient datacenters. In Figure 8,
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Figure 8: Relative risk for the baseline workload for different price-surge sce-
narios, compared to 2021. The dashed vertical line represents 100% or the
situation of 2021 for a datacenter with an average energy-efficiency.

we illustrate the increased monthly costs that datacenter opera-
tors face compared to 2021. We consider multiple price-surge
scenarios, as well as the energy efficiency of the datacenter,
in terms of PUE. On average, datacenters operate at a PUE of
1.55 [20], while older, less energy-efficient facilities may reach
a PUE of 2.5 (equivalent to the average PUE in 2007) or worse.
By contrast, hyperscale datacenters, such as those from Google
and Facebook, reach considerably lower PUE values of 1.1 or
below8.

Unsurprisingly, we find that datacenters with a high PUE
are affected the most by the increasing prices. But, using RADiCe,
we can actually quantify this risk as being a factor 1.8x–2.2x
higher compared to hyperscale facilities. Even if these datacen-
ters still have plenty of opportunities left to improve their en-
ergy efficiency, the price increases for electricity and CO2 bonds
pose a real threat. prices increase by another factor 10x com-
pared to 2021, datacenter operator’s monthly expenses could
rise by 5x–10x.

Finally, we investigate the discrepancy between the price
paid by datacenters operators for emitting CO2, compared to
the overall costs incurred by society due to CO2 emissions, also
called the social cost of carbon. The European Union Emis-
sions Trading System (ETS) was the first large-scale trading
scheme for greenhouse gas emissions. It requires installations
to obtain bonds (also called allowances) to cover their emis-
sions, with each bond permitting the emission of 1 tonne of
CO2. In Figure 9, we depict the effect of adjusting the cost of
CO2 on monthly costs incurred by a datacenter operator, where
we assume that the risk factors reported by RADiCe encompass
all costs of the operator, and that the operator runs at an oper-
ating margin of 20%. Surprisingly, increasing the CO2 prices
by 5x, to roughly match the social cost of CO2 (e395 per tCO2
as estimated by Ricke et al. [49]) consumes the entirety of the
datacenter operator’s operating margin of 20%. Thus, further
price increases of CO2 bonds could threaten the operational sus-
tainability of datacenters, especially when legislators decide to
narrow down the discrepancy between the bond and the societal
costs.

8https://www.google.com/about/datacenters/efficiency
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Figure 10: Left: impact of availability target on incurred SLA penalties (99.5%
is the baseline availability target). The top-3 risk costs are above e99,000 (out-
liers have been removed for readability). Right: Total contended CPU time (in
s) experienced by VM for different operational phenomena over a timespan of
three months.

Key observations:

1. Electricity expenses have become the primary risk in
2022 due to increasing electricity prices.

2. Energy-inefficient facilities are impacted by price in-
creases by a factor 1.8x–2.2x more compared to hyper-
scale infrastructure operators.

3. The societal impact of the CO2 emissions is one of the
highest risks in 2022, yet only a fraction of that risk is
currently carried directly by the company or customer.

4.3. Impact of Operational Phenomena
This experiment investigates the impact of operational phe-

nomena on the risks faced by datacenter operators. Figure 10
(left) depicts the SLA penalties incurred by the datacenter op-
erator per month for different VM availability targets. The left
and right limits of the boxes indicate the first quartile (Q1) and
the third quartile (Q3), while the whiskers extend to show the
rest of the distribution. The middle line of a box plot repre-
sents the median, and the green triangle the average. For the
baseline scenario, we find that the availability risk is highly
variable since the cost can vary significantly depending on how
long the downtime is and which machine is affected. To illus-
trate, the average cost for availability SLA violations is e2,400
per month. In most cases, the company incurs a cost of less
than e250 per month, yet in the worst case, the company faces
e100,000 in penalties (outliers are not shown in the plot). Fur-
thermore, the risk increases as we increase the availability tar-
get, highlighting the difficulty and risk of guaranteeing higher
availability of individual VM to customers.

We also investigate the effects of operational phenomena on
the quality of service or overall performance. Figure 10 (right)
depicts the contended CPU time of all VMs in the baseline
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Figure 11: Regression of the relative risk on the topology scale (the number
of machines) on datacenter risk in terms of the per-month risk. The diamond
markers indicate the minimum risk for each category.

workload in the presence of different operational phenomena.
The contended CPU time metric represents the amount of time
that a VM was ready to run but was waiting while the hyper-
visor serviced other workloads and gives an impression of the
quality of service experienced by VMs. We observe that work-
load interference significantly impacts CPU contention metrics,
representing 87% of the recorded CPU contention with the pres-
ence of failures. Furthermore, we find that failures increase the
average CPU contention and variability. This is not unexpected
since failures may affect scheduling decisions or mask periods
of high interference.

Although workload interference represents a substantial por-
tion of the recorded CPU contention values, it has a negligible
impact on risk in our baseline scenario, as shown in Figure 1.
This is because resource utilization in the baseline workload is
relatively low, and therefore there are fewer opportunities where
interference could happen. In Section 4.4, we show that in-
creasing the resource utilization (and thus placing more VM on
the same host) eventually leads to a non-negligible QoS risk for
the datacenter. We explore the impact of different workloads in
Section 4.5.

Key observations:

1. The risk of violating the availability SLA has a high vari-
ability. In the considered scenario, the monthly incurred
cost is less than e250, whereas in the worst case, the op-
erator could incur e100,000 (400x higher) in penalties
due to SLA violations.

2. CPU interference is low risk at low resource utilization
(over-provisioned datacenter). Highly-utilized datacen-
ters increase such risk.

4.4. Impact of Datacenter Topology
In this experiment, we examine how scaling a datacenter

impacts its risk, and we employ the built-in risk optimization
algorithm of RADiCe to explore new hardware configurations
and cluster sizes, optimizing the datacenter design for risk.

Scaling down datacenter infrastructure, and in turn, operat-
ing at a higher resource utilization could enable cost reductions
for electricity expenses. However, there is no free lunch be-
cause to satisfy customer SLAs, datacenters need to maintain
enough capacity to serve customers, even in the presence of
failures. Too little capacity and a datacenter will not be able
to absorb the full workload as a result of a crash in another

datacenter. We highlight this trade-off in Figure 11, where we
compare the relative risk of the baseline workload for differ-
ent topology scales, taking as reference the risk in the baseline
topology. Interestingly, the risk of running the baseline work-
load at half the size of the original datacenter is almost equiv-
alent to our baseline scenario. In this case, risk has become a
trade-off between electricity expenses and SLA penalties due
to lowered quality of service. The figure also shows that a
0.5x–0.75x scale leads to the lowest per-month risk of all ex-
plored scenarios. The figure exhibits a hockey-stick type curve,
where risk slowly increases as the scale of the datacenters is in-
creased (due to higher electricity expenses), while the risk rises
sharply as the datacenter is downscaled (as a consequence of
SLA penalties).

So far, we have only considered the scale of the datacen-
ter topology (the number of machines). In reality, there are
other factors that influence the results of our experiments, such
as the type of hardware used, the combination of hardware, or
the age of the hardware. As discussed in Section 3.5, man-
ually considering each of these factors is infeasible, and in-
stead, an intelligent approach for systematically exploring the
design space is necessary. The risk exploration algorithm in
RADiCe can explore new hardware configurations and cluster
sizes. In Figure 12, we depict the risk estimation for the top-4
best-performing topologies discovered by our exploration algo-
rithm. We observe that, on average, the optimized topologies
only incur a monthly risk of 0.65x–0.7x compared to the base-
line topology, while for the median case only 0.4x–0.6x. The
solution set contains two notable characteristics: (1) machines
are primarily vertically scaled (e.g., increased CPU count), and
(2) hardware models are more recent. Presumably, this is a re-
sult of the algorithm optimizing for the energy efficiency of the
topology.

Focusing now on the individual topologies, we find that, de-
spite the best-case scenario for C4 incurring the lowest costs of
all topologies, its worst-case scenario leads to the highest costs
of all optimized topologies. This topology contains less than
half the capacity of C1 (in terms of CPU count), which explains
the high variability of this solution since such a topology leaves
little room for spare capacity in the event of a failure. By con-
trast, while C2 has a higher median risk, its variability is lower
than other solutions. This configuration uses many low-power
commodity servers.
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Risk per Month (€)
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C2
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Figure 12: Per-month risk estimation of optimized topology candidates discov-
ered by the risk exploration algorithm in RADiCe.
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Figure 13: Per-month risk estimation of different workloads running on the
baseline topology.

Key observations:

1. Amid the soaring electricity prices, datacenter providers
must compromise between topology scale and SLA com-
pliance. However, this can lead to risk trade-offs that
RADiCe can help investigate.

2. RADiCe’s risk optimization algorithm reduces average
risk in datacenters by optimizing the datacenter topology
(by a factor of 0.65x–0.7x in the considered workload).

4.5. Impact of Workload

This experiment investigates the impact of introducing new
workloads for datacenter operators. Figure 13 shows the risk
estimation of running different workloads using our baseline
topology and highlights significant differences. The Materna
workload has a lower overall risk, but a similar variability to
the baseline workload. The Azure workload has both a lower
risk and variability compared to the baseline workload. In con-
trast, the Bitbrains workload has significantly higher risk and
variability than the other workloads.

The Materna workload exhibit relative risk contributions of
SLA penalties and operating costs (such as electricity and CO2
emissions) similar to the baseline workload (Figure 14). Inter-
estingly, despite the similar risk profile, the Materna workload
is less than one third the size of the baseline workload in terms
of VM count. However, VMs in the Materna workload have, on
average, double the runtime compared to the baseline workload,
meaning the number of active VMs in the system is higher.

Although the baseline and Bitbrains workloads are similarly
sized, we observe relatively high host saturation and host imbal-
ance in Figure 14, where we have depicted the risk profile of the
Bitbrains workload running on the baseline topology. A high
host saturation indicates that utilization of the physical hosts is
too high on average. In contrast, a high host imbalance indi-
cates a large difference in utilization between physical hosts.
This means either the datacenter is underprovisioned for our
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Figure 14: Risk profile for different workloads using the baseline topology.

workload or the scheduler is not doing a good job distributing
the load over the physical hosts.

Finally, focusing on the Azure workload, we observe that
electricity costs and CO2 emissions dominate the risk profile for
this workload. In contrast, its availability risk is significantly
lower than the other workloads. Usually, this indicates that the
datacenter running the workload is over-provisioned.

Key observation:
Changing workloads can significantly affect the risk profile
of a cloud datacenter. RADiCe supports risk analysis for
different workloads appearing in cloud datacenters.

4.6. Comparison against CloudSim
We compare the performance of RADiCe against CloudSim

Plus [24] (v7.1.1), a distribution of the well-known cloud simu-
lation framework CloudSim [14]. Being a datacenter simulator,
and not a risk assessment framework, we manually construct in
CloudSim Plus a scenario that simulates the baseline workload
(see Section 4.1.1) running in a datacenter using the baseline
topology described in Section 4.1.2, and which measures the
total energy consumed by the machines in the datacenter. To
analyze systems’ scalability, we consider multiple scaled-down
variants of this scenario for scale factors 50%, 25%, and 5%.
We scale both the workload and topology in terms of size (vir-
tual machines and physical machines respectively) according to
the scale factor.

We measure both the runtime (in ms) and peak memory us-
age (in MB) during simulation, using performance counters ex-
posed by the Java runtime. Our measurements do not include
the experiment setup (e.g., reading the workload traces or pars-
ing the topology description) or experiment tear-down. All sce-
narios are replicated 32 times: this number of replications leads
to a sufficiently small error in our measurements, supporting our
observations about the overall performance of RADiCe with
high confidence. The experiments are executed using Open-
JDK 17 on Arch Linux (Linux kernel 5.13.19), running on a
machine equipped with an AMD Ryzen ThreadRipper 3990x
64-core chip, 128 GB of DDR4 RAM, and 8 TB of fast NVMe
storage.

Table 5 lists the measurements of runtime (in s) and peak
memory usage (in MB) for both simulators running the selected
workloads. RADiCe can simulate the selected workloads orders
of magnitudes faster than CloudSim Plus, ranging from a factor
70x in runtime for smaller workloads to a factor 330x for the
largest workload. In terms of absolute values, RADiCe is able

Table 5: Mean simulation runtime and peak memory usage (along with the stan-
dard deviation) of both RADiCe and CloudSim Plus when simulating various
workloads scales.

Scale Runtime [s] Peak Memory Usage [MB]

RADiCe CloudSim Plus RADiCe CloudSim Plus

5% 0.11 ± 0.01 7.53 ± 0.02 59.01 ± 0.05 59.73 ± 0.05
25% 0.66 ± 0.01 159.78 ± 1.08 246.37 ± 0.05 246.32 ± 0.10
50% 1.69 ± 0.01 396.89 ± 0.92 484.69 ± 0.05 483.42 ± 0.10

100% 3.29 ± 0.03 1,099.83 ± 3.01 939.32 ± 0.05 942.05 ± 0.10
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Figure 15: Electricity usage of the datacenter (in MWh) reported by RADiCe
compared to CloudSim Plus when simulating equivalent scenarios.

to analyze three months of datacenter operation (of 1,800 vir-
tual machines) in a matter of seconds, whereas CloudSim Plus
requires over 18 minutes to evaluate the same scenario. Fig-
ure 15 shows the electricity usage of the datacenter reported by
RADiCe compared to CloudSim Plus when simulating equiva-
lent scenarios. We observe that the electricity usage reported by
both simulators is nearly identical. Only for the larger workload
scales (50% and 100%), a small difference is visible, resulting
in up to the 0.3% of discrepancy. We believe that these small
differences are due to the different support for CPU overcom-
mitment in CloudSim Plus and RADiCe. Manual inspection of
the results shows that RADiCe can generate an identical VM
allocation schedule as produced by the default allocation policy
of CloudSim Plus (worst-fit).

The runtime performance of RADiCe opens possibilities for
using the tool interactively while discussing operational changes
by providing datacenter operators with coarse risk estimates for
various “what-if” scenarios. For higher degrees of confidence,
RADiCe can be used to automatically consider thousands of
risk scenarios that must be otherwise manually built in standard
datacenter simulators. For the results presented in this paper,
this allowed us to programmatically simulate over 35,000 years
of datacenter operations in over 200,000 simulation-runs, in a
reasonable running time.

5. Related Work

Risk Analysis for Datacenters. Risk management is a critical
process for ensuring high quality of cloud services.

The community has proposed several general methodolo-
gies and systems for risk analysis in cloud computing, which
we have summarized in Table 6. The AssessGrid project [22]
introduces the notion of risk assessment in grids as a decision
paradigm, using high-level mathematical models to analyze the
impact of SLA violations. Similarly, the OPTIMIS [23, 21]
project also employs mathematical models to quantify risks,
taking into account historical SLA violations and estimates of
the reliability of the environment. Yeo and Buyya describe four
objectives for balancing risk in grids and develop two evalu-
ation methods to validate the effectiveness of resource man-
agement policies in attaining these objectives [61]. Albakri et
al. propose a qualitative method for security in cloud comput-
ing environments, which actively involves cloud customers in
the evaluation of security risk factors [3]. SEBCRA [25] is a
semi-quantitative cloud risk assessment model that focuses on
evaluating the impact of cloud-specific risks on organizations’

Table 6: Frameworks for risk analysis in datacenters.

Framework T MT C Focus GUI

AssessGrid [22] ● M A SLA negotiation for
Grids

✗

OPTIMIS [23,
21]

● M A Cloud Brokering ✓

Yeo and
Buyya [61]

● M A Utility Computing ✗

Albakri et al. [3] ■ - A Security ✗

SEBCRA [25] ◗ - A Business Objectives ✗

Janus [4] ● S I Network Planning ?

RSS [60] ● S I Network Risk
Identification

?

RADiCe
(this work)

● S A Infrastructure
Optimization,
Sustainability

✓

Key: ”T”: the analysis technique (●: quantitative, ◗: semi-
quantitative, ■: qualitative), ”MT”: the modeling technique (”M”:
mathematical, ”S”: simulation – when applicable), ”C”: reference
community (”A”: academia, ”I”: industry), GUI: if they provide or
not a Graphical User Interface (✗: No, ✓: Yes, ?: Unknown).

business-level objectives but requires experts’ knowledge to es-
tablish probabilities and impacts.

Risk management is also used for computer networks. For
example, Janus [4] is a system for planning network changes
used by Google, which uses flow-level Monte-Carlo simula-
tions to evaluate the impact of various risk scenarios based on
operator-specified risks and probabilities. The Risk Simulation
System (RSS) [60] from Facebook identifies possible issues in
the company’s backbone and quantifies their potential impact
using network simulation and a set of network risk metrics. The
design of RADiCe follows an approach similar to these systems
but offers a unified model to express, analyze and optimize, var-
ious risk factors including sustainability metrics.

Datacenter Simulation. The research community has built many
high-quality simulators that provide a rich set of features to
build upon [13, 8]. However, many of the existing simula-
tors typically offer a single feature or are very general and thus
require repeating the work we propose here for each specific
model.

CloudSim [14] is the closest simulator in nature to OpenDC.
It focuses on simulating cloud system components, including
virtual machines, data centers, and resource provisioning poli-
cies. It includes numerous other single-feature simulators, such
as iFogSim [32], WorkflowSim [18], and CloudAnalyst [58].
However, the single-feature simulators extend CloudSim each
in their direction and can only be combined with extensive en-
gineering. In contrast, OpenDC offers an integrated approach
and specific modeling advances for its main features. Similar
is the SimGrid framework [16], which serves as the foundation
of many simulators, such as SimGrid VM [34], Schlouder [44],
and WRENCH [15]. In contrast to OpenDC, it supports not

12



only clouds but also P2P networks, and runs at a much finer
granularity, which in turn enables emulation of specialized ap-
plications (e.g., MPI). However, SimGrid and its ecosystem do
not support modern workloads (e.g., serverless) and operational
phenomena.

6. Conclusion

In this paper, we proposed RADiCe, an open-source frame-
work for risk analysis and optimization in sustainable data-center.
RADiCe incorporates discrete-event simulation to model data-
center infrastructure and diverse workloads accurately and timely.
It features the ability to define a risk model, explore what-if risk
scenarios (such as outages or interference), evaluate risk pro-
files, and propose changes to the datacenter that reduce risk.
RADiCe’s unique tuning and exploratory capabilities enable
obtaining new, credible, quantitative evidence of risk trade-offs.

Future research spans multiple directions. First, we aim
to expand our model of IT-related operational risks to include
networking, security, and sustainability factors. Specifically,
considering sustainability-oriented policies (e.g., using time-
shifting to execute workloads during periods of higher green en-
ergy availability) could highlight trade-offs between risk (e.g.,
related to QoS), and the sustainability impact of datacenter op-
erations. Second, we acknowledge that modeling risks such as
QoS violations solely based on their financial impact of penal-
ties may overlook other critical risks, such as reputational dam-
age (e.g., the loss of existing customers due to SLA violations).
While translating reputational risk into quantifiable costs is of-
ten possible, developing effective methods for doing so remains
a complex research challenge. Recent studies ([31, 52]) of-
fer only preliminary empirical insights into this issue. We be-
lieve further collaboration and discussion among data center
operators and stakeholders is necessary to fully address these
aspects and integrate them into RADiCe’s risk models. Fi-
nally, we would like to investigate other risk optimization tech-
niques (e.g., based on operational research or meta-heuristics)
and their impact on the obtained trade-offs.
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